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This Air Forceinstruction (AFl) implements Air Force Pdky Directive (AFPD 33-1, Conmand, Con-
trol, Communications, an@omputer (C4) Systemgwill become,Communications and farmation Sys-
tems). It provides drection for communications and information systems planers. t outines
standardizé management practices and tells how to aggnplanning athimplementation oEommuni-
cations and infonationsystems and the ba-level irfrastructure. This instructionrpvides gudance to
activitiesrequiring,implementing, and supporting communicationscimformationsystemsand afines
managementesponsibilities when pgram acquisitio will cost lesghan $15million. See AFPD 106,
Mission Neds and Opeational Requiemens, and AR 10-601 Mission Needs and OperationRequire-
ments Guidace and Pocedues for progams with acqusition costsof $15 million or nore. Refer rec-
ommended chages aml conflicts betweerthis and ¢her publicationsto Headqusaer Air Force
Communications Agency (HQ AFCA/ITPP), 203 W. Losey Street, Room 1100, Scott AFB IL
6225-522, ising AF Form 817, Recommendation for Change of Publication, with an infornation
copy b Headquarterbnited StatesAir Force (HQ USAF/SCXX)1250 Air Force Pentagon, &hington
DC 2030-1250. Maintain and dispase of recordscreated asa result of prescribed praesses in accor-
dance with AirForceManual (AFMAN) 37139, RecordsDisposition Schedu (will convertto AFMAN
33-322V4). The Paperwork Reduction Act of 1974 as anended in 1996 and AFI 33-360, Volume 2,
FormsManagement Program, affect this publiation.

SUMMARY OF REVISIONS

Thisdocumernt is substantially revised and must be completely reviewed.

This revison refects the ingease in the ceat ceiling for commuimcations and irformatian requiremers,
using the 33-seriesrequirementprocess, from $5 million to $5 million. It also makes everal updates in
terminology and publication titlesThis revision gives eqal importance to contract and Air foe
organic implementation. Outdated pragmming procases suclas the C4 Sstems Directive (CSD) and
the C4SystemdProgramming Plan (CS® have bea replaced ly nongenec work plans. This revision
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incorporates the C4 Intelligence Support Plan (C41SP) process to major command (MAJCOM) and
base-level planning. Current project management concepts and business industry practices are included
throughout the text and attachments. A new electronic form, with instruction fields, has warranted the
elimination of Attachment 9, Instructions for AF Form 1. Communications and Information Sys-

tems Acceptance Certificat. This revision reflects the reorganization of communications engineering

and installation (EI) resources in the Air Force. Finally, this revision changes all references to the Depart-
ment of Defense (DoD) Technical Architecture Framework for Information Management (TAFIM) and

Air Force Technical Reference Codes (TRC) to the Joint Technical Architecture-Air Force (JTA-AF).
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Chapter 1
GENERAL

1.1. ScopeThis instruction applies to personnel working in base-level communications and information
systems planning and implementation functions and those who require, plan, install, modify, relocate, or
remove communications and information systems. This instruction provides guidance in standardizing
the planning and implementation of communications and information systems into a base-level infrastruc-
ture. It also provides procedures critical for day-to-day management of planning, implementation, and
resources; and identifies general managerial tasks, applicable references and methods of accomplishme
This instruction refers to implementation using organic Air Force and contracted resources.

1.2. Terminology.The term "communications and information systems planner” refers to base-level
planning and implementation personnel. A "base-level communications and information system" is
planned, implemented, or installed to satisfy mission requirements within the physical confines of a single
air base, MAJCOM headquarters, or other geographic area administered by the Air Force. These systen
result from downward directed (which may impact a number of “bases”) or upward generated require-
ments. SeAttachment 1 for a glossary of references and supporting information.

1.3. Need for Communications and Information Systems Planning and Impmentation. Commu-
nications and information systems must adapt to an environment that is constantly changing because ¢
mission tasking, user demands, new technologies, and regulatory changes. Successful planning ar
implementation of systems require continual user contact and systems review. This planning and imple:
mentation focuses on the ability of current and future communications and information systems to suppor
user needs, and on the timely identification, funding, acquisition, and implementation of required
resources. These systems begin with planning and evolve through implementation of deliverables on tim
and within budget. The basic source of communications and information systems planning data is
host-base resources. Implementation of planned communications and information systems is at bas
level. The cyclic nature and extended time span of this process never ends and relies on factual ba:
resources information. The planning and implementation process also relies on sound project/progran
management principles. SAttachment 5, Attachment 6, andAttachment 7.
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Chapter 2
COMMUN ICATIONSAND INFORMAT ION SYSTEMS BASE-LEVEL PLANNING

2.1 Planning Proces. Commurications and information systemsplanning examines msson require-
ments and provides broad goals, strateges, and guidance for developing future capabilities (See AFI
10-1401, Modernization Planning Docunentaton [convelting to AFlI 90-1101, Modernization Plan-
ning]). The communications and imfoation sytems blueprihis an esential commuications and info
mationsystemsplannirg and implementatia tool developed for this purposeThe communicationsand
information systems ganner and Systems Tdecommunications Engineering Manager-Base Leel
(STEM-B) must interact with users and revieweommunications and infomationsystens, examine
peacetimend wartme nission takings; compare potentiaeedswith existing base ifrastructure; iden-
tify shortfalls and exasses; and inegratecommunications andnformatian systemsto achieve inteoper-
ability.
2.11. Scope oPlanning. Functional mision areasind MAJCCOMs use intermediafplanning docu-
mentation to poject their mid- and longterm communications andfiormation sgtems requirements.
Baseievel communicaions and information sygem plaming starts and ends d the base, @ilizing
these mtermedate plnningdocunents. As sud, base leel planning is an integtted look into the
overal Air Force plannig and budegting process.

2.1.2 Cooperating on Communications andformationSystems Planning. TheTEM-B serves as
communications and farmatian technical advisoto the wing/installation comande and Commu-
nications ad Information Systems Oficer (CSO). Together with the #ise communications and info
mation sygtems planer, the lasecivil engineering communitynd thesystem sers, they deslop the
base Communiations am Informaion Systems Blweprint (see Attachment 2). Other communca-
tions unit ections andbase-level ectivities mustcoordinate an@ooperag in all phases of plnning
and implementation.

2.1.3 Comnunications andinformation Systems Bluerint. This is a hoswing and MAJCOM

approved roadnap, investment plan, and work plan that documeségeh AirForce lase’sexisting and
targeed canmuniations and nformation systems, pbnsfor moderniztion, and provides vehicle

for implementation. It covers the existing infrastrucure kaselire, on-ging programsand piojects,

short and long-range plarsheysems, and identifes requirementand etimated resourcegequired.
The baseblueprint is the configuation, managemerand contrdé document fo the baseinfrastructure
andany changes © the infrastructure comporents from the user interface aitlet to the service pro-
vider's point of pesence must be approved by the b@$®© in coordination with theTEM-B (see
Attachment 3). The blueprint is under constant review, however the STEM-B will meet at |east

annuwally with appropriate b or MAJCOM personné to include representatives of the ogrations,
support, logistics, medical, intelligenee, and communications and information communities. The
commandével STEM (STEM-C) will establish anannual reviev cycle with their MAJCOMs. (See
AFMAN 33-105,Engineerig and Installation Sevices.)

2.1.4 C4ISP. DoD 5000.2-Rnterim), MandatoryProceduresor Major Deferse Acquisition Po-
grams (MDAP) andMajor Automated Irformation System@AIS) Acquisition Rograrns, January
4, 2001 andhir Force C41® pdicy mandatesC4ISP developmentThe C4ISP isan acquisition doc-
ument developfor new and modifiedsystems to esure that neessary C4l support is planné and
provided. C4ISP development egrin the systentife cycle increases therqbability of efficient and
effective fielding of systems. The C4ISP is updatednd reviewel prior to each milestone or equiva-
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lent event/ativity, aacording to the Air Force C41SP Guidat{p://www .afca.scottaf.mil/c4isp).
Purposedr base-level review d theC4ISP by FEMs and sysem planners is twofold. First, STEM
and systems players provide infastructue asessment to the programSecond, the C4IB provides
information on upcoming systemsfor inclusion in blueprints and useninfrastructure planning.

2.1.5 Information Technology Tl) Systen Registration.Congresional nandatesand Dd acquisi-
tion directives reque user toregister mission critical and mson esential IT systems (ITsystem as
defined in the Clinger-Cohen At [CCA]). Base level OPRs fo IT systems thaére neither Air Face

nor MAJCOM-wide but are mson critical or mision esential need to esure they areagistered in
the appropriate IT Sfemsregistration databae.

2.2 User Contads and SytemsReview.The bae-level Communications andflormation Systems
Panne:

2.21. Meets with baseustomers on a continual basislearn about theiorganizational structures,
unit missiors, and taskings, as defined in wagontingency, and operational pl&nThis helps them
gain a better understandingfa@ustomer need, and povidesthem the oppotunity to educate custom-
ersabout communicationand information sgtemsand proceses of procurement.

2.22. Reviews the user’s current ssfems fo adequag and curercy, using the Communicationsnd
Information Systems Blueprint and Communications &d Information Sgtems Inséllation Records
(CSR).

2.2.3. Promptly identifieswha kind of communicatons ad information s/stemsthe usersneed
basd oncurrent kaseinfradructurecapability am what missiorconflicts might exist.

2.2.4 Keeps plannig documentation cuent, suchas tre Communicationgnd Irformation Systems
Blueprint, C3Rs,and commuitations ad information strateg@i plans.

2.25. Participates n planning forums, brefings, conferences, and meetings (e.g., wing/installation
communications ahinformation systms planningforum, constructio desig reviews facility utili-
zaion bards, space utilzation boards, financael working grous, andsite activation sk forces) to
keep infemed on whais happenig at the lase. Provides timely infamation on communicationand
information systems pbnning, development, implementation and proposed base-level communica-
tionsand information systems policy.

2.2.6 Evaluates the egling communicationand information infrastructue forsuppatability of cur-
rent and pojected mission tasking.

2.2.7. ldentifiesexisting or futre communicationand informationsystemsshortalls.

2.3 Communications ard Information System Infrastructure. The u®r identifies communications
and information systems requiremerts using the established base-level requirements process (See AFI
33-103,Requrements Developmetnand Procesing) or otherplanning documentationThe CSOcom-
muncationsand informationsystems plannergnd STEM-B provide technicé solutions for tle require-
ments ad verify that thesystems will wak in the basenfrastructure. Thegtudy the current
communicationgnd infamation systems infastructue to decide if it can support current ahprojected
mission &skings. The basg-level planner and the BEM-B must continually review sstems infrastruc-
ture capaities and configurations.
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2.4. Communications ard Information Sygems Shotfalls. The usermust identify existing or future
shortfalls according o AFI 33-103 or AFI 10-601. Use an A Form 3215, C4 Systems Requirements
Document or alocaly generdged format to submit requiremerts thd fall within the prview d AFI
33-103. The bae-level systems planneand STEM-B accurately documdhe requirementsn the com-
munications andinformation systemsblueprint, requirements documents, or Mission Need Satements
(MNS), asapplicable.

2.5 Communications ard Information Systems Ex@sses.To veify the use and resl of communica-
tions and infamation systms, the CSO mustise up-tedate inventesies ard systen corfigurations. The
user must idenfty exaesssystens, equipmentsoftware,and services acording to AH 33-111,Telephone
Sysems Managment, AFI 33-112,Computer Sysems Managemen AFl 33-114 Software Manage-
ment,ard AFI 33-116,Long HaulTelecommunicationslanagement

2.6. Plans.Planssupport nany purpeses. They are dveloped at nany lewels, and thusach influence
and inpact a bae differently. Tl communi@tions and mformation systems pnner cones in conéct

with a \eriety of types d documents related to planning. These @cuments include operations dans,

operatiors ordess, progam action drectives (PAD), programming plasi(PARLAN), the C4ISPmobility

plans, and concept plan3hese g developed toatisfy peacetime contingency a wartime operations,
or to develop unit olpectives. The planner pvides inputs to tsic plars, dewelops annexes to bia plans,

or developssupport plas. Thecommunicationsand infarmationsystems planneis the wing communi-

cations and information focal point for all these pdns and nornally works at the diretion of the wng

plans office. The communications and information systemsplanner makes sure of the proper level of

staffing ofthe ganning documers

2.6.1 Communicationgnd Information System#/obility and Deployment Maagement ad Plans
Evaluation When Ar Force nissions(Air Expeditionay Forces) require moie capabiities, such as
a deployble communications and infmetion system, or tacttal communicatiog, the communica-
tions and infomation sysems planner provides thatgnining capability. The planer also manages
the povision ofcommunications arl information systems persoreh to support communications and
informatian systems wddwide. Plars, including those from the MAJCOM, numbered Air Force, and
the wing, identify operational support and antingency planning requirements. Use AFMAN
10-401V1, Operation Plan and Concept Plan Development and Implementation; AFI 10-403,
Deployment PlannintAFI 10-201, Statusof Resources am Training Sytem; AFI 10-21%, Personnel
Support for Contingency Opations(PERSCO);and the USA War and Mobilization IRan for guid-
ance on mobility planning for contingency operationsat all levels d command. Attachment S is
Base Level Mobility/Deployment Planning, which providesitems far you to onsider and talor to
local condtions.

2.6.1.1 The communications and information sysems phnner must meke sure initial and sus-
tained capbilities are availablevhere and when eeded. The planner must work with all es to
detemine what cajbilities they needd suppot the applicable plans; considequipment, person-
nel, am communications conrectivity requred fa both sustainmen and intheate requrements.

2.6.1.2 The communicatons ard information systems gamer must manage the provision of
communications and informah personnel to support sfems worldwide, whether in idict sup-
port of the wing towhich asgned, or in support of other conponent or combatant commards.
The communications and iformation systms planner gets guidaneead trainingfrom the wing
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mohility activity. They makesure the taskedportion of the commuicationrs activity reviews all
plansand identifieproblems assaiated with support.

2.6.1.3. The Deployahility STEMs STEM-D) are available to assi$ the communications and
information sgtems panne and &rve astechnical adsor for MAJCOMS, baes, STEM-G, and
STEM-Bs o deployment isuesrelating © communicationsind irformatian systens.

2.6.2 Base SuppdrPlanning. Opetions plans may direct additional activities to y&agation, in

which casea basesupport pla (BSP) is deeloped according to AFI 10-404 Base Suppot Planning.

The communicationand infamation sygtems planner supports the B8ffice of primary responsibil-
ity (OPR) and BSP commitee to identify evaluate and include communications and infieation sys-
tems requirements in thplan.

2.6.3. PADsand PPLANs. PADs are fonal planning documentpyepared at HQ USRAlevel, that
accomplish majoactions such a$e reorganization oformatian of aMAJCOM, organization, urt,

or function. The Ar Forcealso uses RDs todirect new aquisition progams or modifications to
existing pograms. They statehe objective othe program, asignthe OPRs and @ficesof collateral
responsibility (OCR), and establish milestones. The FPLAN, written below HQ USAF level,
describes majo actions in greater detail siusually more specificand focusesnore o tasks or mile-
stone. The communications andiarmation sgtems planer normally povides input to higher level
PPLAN annexes and manages and repthe completionfoPPLAN tasks as related to communica-
tions awl information task®r actions. See AF 10-501, Program Action Directives (PAD) and Pro-
grammingPlans PPLAN). for more information.

2.7. Defining the Requir ement. In order to effectively plan, develop, ahimplemer fast, flexible, and
efficient communicatonsand information sysems to spport goerational missons, ugrs mustclealy
articulate communications and information sysem requirements that can only be met with a material
solution. See AR 33-1@ and AR 10-601for more irformation.

2.7.1 Communications and Information Systems Architecdures, Radmaps, ad Blueprints. The
bas-level communications and infmation sgtems plannemust hebp the wser define requiements
andfind technial solutions that @& consisent with architectural guidelines and policieRoadmaps
and the Communications and Information Systems Blueprints help carry aut the planning process,
adhere to hitectures, and integrate policyAttachment 2). Refer to AFl 33-133, Joint Technical
Architectue-Air Force (JTA-AF) when developing techratsolutions. The JTA-AFs the IT techni-
cal architecture for the Air Force. It assists the Air Foce in meeting the requiements toachiewe an
interoperable IT infrastructure and reducescosts of ownership. While the Department of Defense
Joint Technical Architecture (DoD JTA) mandates a ore %t of standards, the JTA-AF talors and
refines thenfor Air Force se. TheJTA-AF also provides additionagtandards, recommeed prod-
ucts, contractugguidance, ITinfrastructure architectusgand guidance not includen the DoD JTA.
The JTA-AF encompases the D® JTA and, as sth, is thesingle Air Forcesource forlT standards
and poducts guidance. The JTA-AF and asociated implementation plan, compliance pocedures,
configuration control processs, compliance database, and tools areavailable on he JTA-AF web
page ahttp://www.afcascott.af.mil/jta-af. The JA-AF supports all communia@tions and informa-
tion systemsplanning process. (Also see AH 10-14Q (converting ® AFI 90-1101) AFI 33-124,
Enterprise Information Tehndogy Architectues; and @ragraph A2.1.)

2.7.2 Technical Solution.The CSO ad communcations ad information sgtems panner develop
or obtan techni@ solutions accordmto AFI 33-103, aftethe user has idenfied ther requirement.
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When needed, the appropriate level STEM reviews needs and helps develop technical solutions and
cost estimates. The STEM makes sure technical solutions are consistent with JTA-AF. The CSO
makes sure technical solutions are consistent with MAJCOM architecture and approved when
required. The requester approves the technical solution, commits to the allocation of resources, and,
through the supporting CSO, requests implementation. This usually results in site surveys and project
support agreements for El implementation and statement of work (SOW) for contractual implementa-
tion. The communications and information systems planner makes sure the STEM-B includes the
requirement and corresponding technical solution in the Communications and Information Systems
Blueprint.

2.7.3. Requirements Documents. The base CSO develops local procedures explaining how to pre-
pare and process communications and information systems requirements. This ensures proper docu-
mentation of necessary information needed to process base-level approved acquisition requests and
those requiring a MNS. To effectively manage communications and information systems require-
ments, the base-level communications and information systems planner:

2.7.3.1. Checks the base Communications and Information Systems Blueprint for like require-
ments and compliant technical solutions.

2.7.3.2. Provides information needed to complete the requirements processing.
2.7.3.3. Provides a system for managing communications and information systems requirements.
2.7.3.4. Monitors the requirement and informs the requesting organization of its status.

2.7.3.5. Knows the status of resources needed for all communications and information systems
requirements. The requesting activity follows established local, MAJCOM, and Air Force proce-
dures to obtain resources to implement and sustain the technical solution. See AFI 65-601V1,
Budget Guidance and Procedu; AFI 38-201,Determining Manpower Requireme; iand AFI
38-204,Programming USAF Manpowefor budget and manpower information.

2.7.3.6. Knows the assigned priority for each requirement in the MAJCOM and EI Total Force

Group (TFG) work plan. The base communications and information systems planner must inform
their MAJCOM representative of any mission changes that may impact the priority of their

requirements.
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Chapter 3
COMMUNICATIONS AND INFORMATION SYSTEMS BASE-LEVEL INTEGRATION

3.1. Systems ReviewBase communications and information personnel, users, and the STEM-B review
existing and planned systems capabilities in the base Communications and Information Systems Blue
print, C41SPs, and other planning documents to maintain a current infrastructure model.

3.1.1. Formal Planning Forum. By direction of the wing/installation commander, the CSO estab-
lishes a periodic wing-level planning forum to discuss current and future issues affecting the wing’s
communications and information infrastructure and various systems it supports. Tailor the forum to
meet the wing’s needs. The forum’s purpose is to make sure a proactive, centralized, wing-wide focus
is available to coordinate planning of the communications and information infrastructure. Discussion
items may include, but are not limited to: the Communications and Information Systems Blueprint;
project implementation status; downward directed communications and information systems and pro-
grams; funding issues; civil engineer projects (those in support of communications projects and those
that require communications); mission changes and taskings; mobility and deployment of communi-
cations and information systems and personnel; long-range infrastructure planning and prioritization;
interoperability issues; the STEM; contracts and agreements affecting communications and informa-
tion systems; base-level communications and information systems policy; manpower, personnel anc
training associated with communications and information systems, and base customer interests. Thi
is a planning forum. Itis not a requirements board, whose sole purpose is the validation and prioriti-
zation of user requirements. Requirements result from planning.

3.2. Role of the STEM-B.The STEM-B is a key individual in the base communications and information
systems review. The STEM-B:

3.2.1. Serves the wing commander and CSO as a communications and information systems technicze
advisor and assists the CSO in communications and information system configuration control.

3.2.2. Develops, updates, and maintains the base Communications and Information Systems Blue
print, which includes the communications and information system baseline infrastructure. Advocates
for base Communications and Information Systems Blueprint requirements at the base, MAJCOM,
and USAF levels.

3.2.3. Serves the user, communications and information planner, and CSO by helping define uset
mission needs (when required) and, when those needs dictate a materiel solution, defines and clarifie
user requirements.

3.2.4. Plans, designs, costs, and reviews technical solutions to user requirements when the CS(
requests assistance. Provides technical solutions and cost estimates when the requirement is not in t
communications and information systems blueprint.

3.2.5. Plans and integrates base communications and information requirements and works to limit or
eliminate duplication.

3.2.6. Reviews communications and information systems for architectural compliance.

3.2.7. Integrates communications and information systems and proposes implementation schedule
and is responsible for ensuring implementation is undertaken.
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3.2.8. Reviews Military Construction Progam (MCP) plans the bae comprehesaive plan,and com-
munications ad information sgtems specificationsfor systemsmpact.

3.2.9 ReviewsC4ISPs aml provides infrastructue assessment.

3.3 Reviewing Comnunications andlnfor mation SystemsThe commuications and ifiormation
systems planner asth STEM-B must grticipate in all reviews of irstalled asets, approved progms,and
planned requements. Accomplish these actions during adaommunicationand informatian systems
review to conserveesources.

3.31. Make sure propes technicakolutions are cosistent withJTA-AF and theCommunications
ard InformationSystems Blueprint.

3.32. Whenchecking integraion efforts, personnd should take full accountof their impad on the
infrastucture and detal the meéhods and means & implemenation. Include sysém desciption,
points of contact, adual or forecasted implementation dates, hardware and software requirements,
funding, ad classification of infamation processed n this review.

3.33. Seek help from the SEM-C and the Joint ST (STEM-J) to resolve comunications and
informatian systems integratn prodems.

3.3.4. Use thebase Wmmunications and Information Systems Blueprint to provide broad system
configuration ad design that is congent with unique céracteristics of the laseand the operational
environment.

3.4. Reviewing Information Assurance (IA). The commurcations andnformation systens danner
and theSTEM-B addressystems mformation assurarce (securty) issues at all stags of communications
and nformation system cevelopnent. These issues include opeations security (OPSEC), commmica-
tions security (COMSEC), canputer seaurity (COMPUSEC), plysical seaurity, emissionsecurity
(EMSEC),and soforth. See D® 5000.2-R (Intem); AFPD 33-2 Information Protection(will change
to Information Assurance) and itsssociated istructions; and Air Force Doctine Dacument (AFDD) 2-5,
Information Operations Review this regulatory guidanceary in the poject to avoid excss costs and
delays.

3.5. Procedures for Succesful Systemsl ntegration. Many factors ensurehe sucessful integration of
acommuncaions and informabn systeminto the lase infratructure during the praogct plannng pro-
cess. SecAttachmert 5foralist of some d thesdactors. While nd all thesefactors apply ¢ every com-
muncationsand informationsystem, the bse communications aml information sgtemsplannea aswell

as projectengineers and progam/project maagers must review them for applicability Also see Attach-

ment 8 for project managemerfundamentals.

3.5.1 Tosuppat the wers, the Communicatonsand Information Systms Planner:

3.5.1.1 Establishescontinuity poceduresfor commuications and iformatian systemsplanning,
integrating, aml developing requirements.

3.5.1.2. Edabishes a referae libraly of, or hasimmedate acess to, pertinent DoD, USAF,

MAJCOM, and other agenccommunicationgind infamation poliy and proceduresocuments,
architectues, applicableMission Area Plans (MAP), Functional Area PlafiBAP), Mission Sup-
port Plans (MSP), Iformation ResourcklanagementlRM), MAJCOM work plars, base Com-
municationsandInformation SystemsBluepiints, base compehensive plans, ard base operational
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plans to properly plan fute communications ainformation sgtems. In addition, has e&ss to
industry sandads aml project managment infamation.

3.51.3. Makessure communications and ifmation system s ae aware of systems on
which they ae dependent.

3.5.2 Tokeep planning documents up tlate, the conmunications am information systems planner:

3.5.2.1 Makessure that proposd techni@l solutionsintegrate wih JTA-AF and tle baseCom-
muncations ad Informatian Systems Bluepint.

3.5.2.2 Estblishes and mntainsCSIR files containing hstorical docunents acording to AFI
21-404, Developing andMaintaining Communicatias and Information $stemslnstallation
Records.

3.6. Integrating Eledronic Records Sysems. Use AFPD 37-1, Air Force Informaion Manaement

(will convertto AFPD 33-3) and associted serieslocumentsto goprove and maintain an electronic

recordscapability. Additional gidancecan be found in DoD DirectivéDoDD) 50152, DoD Reords

ManagementProgram Maintain mnimum requiemens for security andecord identification Organi-
zationsnotify the appropriate reords managment activity if they plan to deelop, &st, or operag elec-

tronic recordsysems. Send a copy of the requement document or MNS through the NBOM records

manager (nonally in theRecordsManagment ofice) to HQ USAF/SCTIR, 1250 Air Face Pentagon,
Washington DC 2033a.250.

3.7. Technical Soldions and Cos$ Estimates. Devdop tednical sdutionsaccordng to AFl 33-103.
When solutions cannot be developechlly, ask the STEM-Bor asistance.The STEM-B helps develop
a lroad-gaugetechnical solution and cosstemate if the requiement is nd currently in the kase Commu-
nications ad Information Sgtems Blu@rint. The STBM-B corsiders irfformation asurane, architec-
ture, integrationinteroperabity, mission capability, radio fequency (RIF spectrum capabilitylife cycle
costs and safetyas well as the itema paragrapt3.7.1 through3.7.4 The STEM-B provides the sup-
porting CSO the broad-gaugéechnical solutiom and cat estimate within 30 daysof receipt according to
AFMAN 33-105. Before the CSO gwvesthe rejuester the tchnical soltion, thecommunications and
information sysems panner must asure it meets theuser’s stated need, thecosts assoated with the
solution &e comprehersive and accuratend the impact othesolution on the curent and @iture architec-
tureis known. The requester must approve or disapprove technical solution and notify the CSO. The
requesteralso advises tie CSO offunds awilability, as well as deaionsto dela or carcel implementa-
tion. The C3 keeps te STEM-B apprised.

3.7.1 COMSEC. The Cryptologic Systems&sroupLogistics Directoate (CPSG/LG), San Antonio,
Texas, helps eerminesecurity requirermrents or COMSECequipment capabilities when they asst
with thetechnical solution. The CSO or servicinjEEM sends the propeas technical solution to the
Logistics Managemeinand Systems Divisio(CPSG/LG.P), 230 Hall Blvd, Suite 120, SaAntonio,
Texas 78238 for evalation if it has aCOMSEC impact. flthey recommend ©OMSEC equipment,
the user must ypdate Allowarce Standard (AS) 658, which authorizes COMSEC equipment. This
occurs afterequirement approval and may occur befoinding. Once the allowance is changed, the
usersubmits an AF Form 601, Equipment Action Request, according to AMAN 23-110V2,USAF
Supply Manug, Part 13, Chapter 8 EqQuipmentManagment,to orderthe equipment. The usemust
contact the bee COMSEC acountant to set up a requireméot any keying materidbr the equip-
ment.
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3.7.2. Video Teleconference (VTC) and Video Teletraining (VTT) Equipment. See AFI 33-117,
Visual Information (V1) Manageme, when processing requirements, developing technical solutions
and implementing VTC and VTT requirements.

3.7.3. Using Excess Automatic Data Processing Equipment. The communications and information
systems planner follows guidance of local, MAJCOM, USAF, and DoD redistribution programs to
determine whether a requester can use available excess hardware and software in support of a techni-
cal solution. Consider alternatives such as computer time-sharing services (either commercial or
within the Government) to lower life cycle costs rather than acquiring and operating an in-house data
processing system. See AFI 33-112 and AFI 33-114 for more information.

3.7.4. Installation and Maintenance of Equipment. Communications and information systems or
equipment installations or modifications must comply with established architecturesAttach-

ment 2; AFI 33-124, and AFI 33-133.) Determine what resources are available for installation and

maintenance of equipment. Include unit, El personnel, or contract installation, and determine the
most cost-effective organic or contract maintenance method. Include this requirement in the
base-level work plan. When local capabilities are insufficient, contact the respective STEM-B for a
broad-gauge technical solution and cost estimate.

3.7.5. Logistics Suppo Consider what logistics support the system needs and coordinate with
appropriate agencies for: maintenance planning; supply support; technical data; manpower; facilities;
packaging, handling, storage and transportation; computer resource support; and design interface and
compatibility, according to AFI 21-11Maintenance Management of Communications-Electronics.

3.8. Base Civil Engineer (BCE) Support and CoordinationBase communications and information
planners work closely with the base civil engineer to obtain BCE support needed to install and sustain
communications and information systems ensuring that the facilities have the required communications
and information capabilities. See the Air Force 32-series publications, as li‘Attachment 1, for
additional guidance concerning BCE procedures. Communications and information systems planning
with BCE includes the following:

3.8.1. Environmental Impacts. Identify real or suspected environmental impacts such as asbestos,

hazardous waste sites, lead paint, protected wetlands, historic buildings or sites and endangered spe-
cies habitats, early in the technical solution development process. Environmental concerns may cause
extensive project implementation delays.

3.8.2. MCP and Minor Construction Requireme Design and construct new buildings and major
renovations to include wiring, cable support, heating, air conditioning, and electrical power needed
for communications and information systems. Make sure BCE reviews HQ USAF/LEE Engineering
Technical Letter 87-9, regarding prewiring of military construction projects. Include additional
requirements in a project support agreement (PSA) or similar support doctNOTE: A single

MCP project may include more than one PSA requirement.

3.8.2.1. The communications and information planner makes sure the appropriate communica-
tions activities attend project planning conferences, project reviews, provide design comments,
and participate in military construction (MILCON) acceptance inspections. (See AFI 32-1021,
Planning and Programming of Facility Construction Projects.)

3.8.2.2. The communications and information planner analyzes MCP and minor construction
projects for their impact on the base communications and information infrastructure and its ability
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to support the construction project. Make sure communications requirements are submitted anc
included in the project at the earliest stages of planning and track those requirements throughou
the design and implementation processes of the project. Communications and information sys-
tems costs not funded by MILCON projects are submitted with the MILCON project on the DD
Form 1391Military Construction Project Data. A communications-computer systems require-
ments document (CSRD) will also be submitted with the DD Form 1391.

3.8.2.3. Contact the STEM-B to meet technical parameters for MCP projects. The STEM-B helps
define requirements and provides additional technical data to give the user a usable facility.

3.8.3. BCE Work Order Communications and information project managers help users to develop
and process work orders for an approved and funded project. Coordinate work orders with the facility
manager and with the assigned work center project coordinator. Most work orders require coordina-
tion with the base environmental office and the fire department.

3.8.4. BCE Work Clearance. The communications and information systems planner processes an Af
Form 103,Base Civil Engineering Work Clearance Reques in order to acquire a digging permit

for cable, duct, and associated equipment installation, and assist local unit, El, or contracted installa-
tion personnel with the form preparation and proces Activities that perform work that may dis-

rupt aircraft or vehicular traffic flow, base utility services (including communications), protection
provided by intrusion detection alarm systems, or routine activities of the installation, submit forms
according to AFI 32-1001Operations ManagemeniUse CSIRs to certify the location of cables,
ducts, equipment, etc., when processing requests and supplement them with the technical expertise «
communications and information maintenance/operation systems personnel.

3.8.5. Real Property. The base acquires any real property furnished by the communications anc
information systems installation activity. Prepare a DD Form 1Transfer and Acceptance of

Military Real Property , according to AFI 32-102:Design and Construction Standards and Execu-

tion of Facility Construction Projectbefore accepting or certifying an installation (see Air Force
Handbook (AFH) 32-900°"Managing Air Force Real Propel).y

3.8.5.1. Examples of communications-electronic (C-E) equipment that is real property:
3.8.5.1.1. Towers, tower guys and poles supporting antenna systems.
3.8.5.1.2. Underground ducts and manholes.
3.8.5.1.3. Concrete footings and hardstands.
3.8.5.1.4. Permanently sited shelters, vans and vehicles with wheels removed.
3.8.5.1.5. Fixed parabolic reflectors in troposphere scatter systems.
3.8.5.1.6. Radar supporting structures.
3.8.5.1.7. Carrier/support cables.
3.8.5.1.8. All other structural elements supporting C-E equipment.

3.8.5.1.9. Energy monitoring control systems (EMCS) equipment (see AFH 32Facility
Requirement.)

3.8.5.2. Examples of C-E equipment that is not real property:
3.8.5.2.1. Radios/electronic equipment.



16 AFI33-104 10 May 2001

3.8.5.2.2. Message and data equipment.
3.8.5.2.3. Rack mounted equipment and associated racks.
3.8.5.2.4. Mobile (not permanently sited) vans, vehicles, and shelters housing C-E equipment.

3.8.5.2.5. Feed-horns, wave-guides and ladder supports, rotatable log periodic (RLP) anten-
nas and other radiating receiving elements of antenna systems.

3.8.6. Drawings. BCE design and construction managers include provisions for the development and
delivery of “as-installed” CSIRs in construction and alteration projects according to AFI 21-404.
They also use CSIR data provided by the CSIR manager to facilitate comprehensive planning actions
and to update comprehensive base or site plans. The communications and information Engineering
Data Service Center (EDSC), 38 EIG/TS, Tinker AFB OK, along with the base CSO, share their
CSIRs with the base or site civil engineers. Likewise, the engineers share other communications
drawings and real property records with the communications and information systems EDSC and base
CSO.

3.8.7. Comprehensive Pli The comprehensive plan, prepared by the base civil engineer, is the
result of an analysis of the current, short- and long-range development potential of an installation. See
AFI 32-7062,Air Force Comprehensive Plannii for a detailed description of the contents of the
plan, as well as the comprehensive planning process. The STEM-B and communications and infor-
mation planner review relevant portions of the comprehensive plan and assist with the comprehensive
planning process where required to ensure the appropriate communications and information infra-
structure.

3.9. Funding and Work Plans.SeeAttachment 4 on planning "how, where, and when" to get funds
and setting a work plan schedule to implement the requirement.
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Chapter 4
COMMUN ICATIONS AND INFORMAT ION SYSTEMS IMPLEMENTATION

4.1 Program Manageament Concepts. Program managementcours at all levels bcommand. The
objectives of progam managment are to provide the erswith thosecommunications and information
sysems required to saisfy the documented equirement within costand schedule timelines. Program
management activés include:

4.11. Estimation-Determire thetasks, resourcg budget, ad schedule.
4.1.2 Risk Analysis--Identify, assess, and priortize risks.
4.1.3 SchedulingDevelop timelines and asgn people athresouces.

4.1.4 Tracking and Controt-Monitor the schedule and take cctive action if the progam is not on
schedule or is over budget.

4.15. MeasuremeniPerfamarce indicators.

4.2. Program Management Responsibilties. Baselevd projectsare often he result of program man-
agement at manlgvels ofcommand. Attachment 7 lists projectmanagement task Program manage-
mentrequiresinteraction among manypuppat activities, to include bse level planners, as identified in
program management directivd3dMD), work plars, the C4I1SP Gidle, and SOVE. If the newsystem or
program opeates acrosghe Air Forcenetwork (thisincludesbase levelrequiremerd), a C413 and Cer-
tificate of Networthiness (CoN) nstibe accomplshed. Theextent of the C4ISP process isdependenbn
where the newsystem is deployed. It begins when an implementing agesceives aPMD, work plan,
or an approed and funded comumications aml information systems regirements @cument and goes
through a C48P and CoN mcessending wih thetransferof equipmenhand software b theuser or oper-
ations and raintenance (O&M) activity. For more guidance 084ISP andCoN processes go tohttp://
www.afca.scott.af.mil/c4isp andhttp://www .afcascott.af.mil/con(also, seAttachment 6.)

4.2.1 Implementing Activity:

4.2.1.1 The implementing activity @8mes progam managment responsibility when it receives
an approved aul funded drective for a pogram. Their tasks may include:

4.21.11. Appointing a single pogram manage&iPM) for each progam,and givethe PM the
authaity to approve ppgramming pans. The PM is ao responsible fo the development of
the C41SP and submittig it to HQ AFCA/SY.

4.2.1.1.2 Engineering, designing, installing, testing, removing, or relocatingpmmunications
and infomation systems.

4.2.1.1.3 Provding and procurig hardware andsoftware itemsand any test equipment and
tods reeded for irstallation andsuppot thatare not aailable o the O&M activity.

4.2.11.4. Installing modification kits, if available atthetime of equipment installation.
4.2.1.1.5 Managing, comblling, and drecting softwaredevelopment.

4.21.16. Reviewing civil engineering desigrath, including clanges, to see how they affect
the progam and naking sure design drawings sipport thecommuncations andnformation
system project.
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4.2.1.1.7. Appointing a test director for systems tests (see paré5.3).h

4.2.1.2. Program Manager (PM) Responsibili i With the aid, advice, and coordination of
requiring, participating, and supporting activities, the PM:

4.2.1.2.1. Makes sure the contract administration office uses standard installation contracts
and provides instructions for transferring accountability of government-furnished equipment
(GFE) and contractor-furnished equipment (CFE) when a contractor installs the system.

4.2.1.2.2. Coordinates continuously with the appropriate STEM-B when the requirement tran-
sitions into the implementation phase.

4.2.1.2.3. Determines the sensitivity, criticality, and security classification of the information
processed by the communications and information system before developing a programming
plan.

4.2.1.2.4. Develops, coordinates, and distributes programming and related support plans.
4.2.1.2.5. Determines and tracks program costs and resolves funding problems.

4.2.1.2.6. Notifies the requiring CSO and user if costs will exceed the original cost estimate
by 20 percent or more.

4.2.1.2.7. Ensures preparation of PSAs accordirAttachment 6 or similar support docu-
ments when the implementing activity is a contractor.

4.2.1.2.8. Examines the feasibility of using organic, contractor, or a combination of both
resources, to engineer or install the communications and information system.

4.2.1.2.9. Assigns responsibility to obtain host nation approval, electrical safety certification,
and connection approval.

4.2.1.2.10. Coordinates with the acquisition agency to make sure the method of acquiring an
item, such as COMSEC equipment, gets the system on-line by the time the user needs it.

4.2.1.2.11. Defines logistics support needs. This includes housing, transportation, and equip-
ment/materiel storage.

4.2.1.2.12. Advises the implementing activity what resources it needs.

4.2.1.2.13. Develops C4ISPs and ensures that they are reviewed and coordinated according to
Air Force C4ISP policy and guidance (see parag2.7.1).

4.2.1.2.14. Ensures that C4ISPs are reviewed by appropriate agencies.

4.2.2. Base-Level Project Manager (normally base level communications and information systems
planning and implementation personnel):

4.2.2.1. Ensures all affected agencies coordinate on communications and information projects.
This includes coordination with base contract and financial management offices.

4.2.2.2. Coordinates with the STEM-B to make sure the requirement solution complies with the
current architecture.

4.2.2.3. Notifies 38th Engineering and Installation Group (EIG) of implementation funding, when
they are the implementing activity.
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4.2.2.4. Coordinates the transfer of equipment and software accountability to the using or O&M
activity.

4.2.2.5. Notifies the BCE of real property structures according to AFI 32- Real Property
Accountability and Reportir.g

4.2.2.6. Requests and coordinates radio frequency support according to AFI ‘Radio Fre-
guency Spectrum Managen. When applicable (refer to AFI 33-118), host nation approval must
be obtained prior to using any radio frequency emitting equipment.

4.2.2.7. Coordinates logistics support needs before the communications and information system
installation according to AFI 21-1.6

4.2.2.8. Ensures, along with communications and information systems technicians and engineers
the support construction is technically adequate and compatible with the project.

4.2.2.9. Monitors and coordinates program management tasks assigned to their activity.
4.2.2.10. Keeps the PM advised on the status of projects per the implementing directive.

4.2.2.11. Reports any changes to the PM that could impact project development or implementa-
tion.

4.2.2.12. Participates in program management meetings when requested by the PM.

4.2.2.13. Develops support plans as required by programming plans and when directed by the
PM.

4.2.2.14. Coordinates equipment authorizations and ensures they are added to the appropriate A
and equipment management system (see AFMAN 23-110V2 and AFI 1).3-112

4.2.2.15. Coordinates delivery of project materiel to the base. The project manger coordinates
adequate safeguard and storage for all project materiel. When the supply function is providing
courtesy storage, provide the chief of supply (COS) with a list of authorized project managers.
Notify the COS of pending delivery and removal of project materiel. Maintain a detailed inven-
tory of all project materiel and inspect/inventory annually. Ensure that containers are kept sealed.
Also, coordinate the disposition of residue or excess material with the COS, program managemen
offices, or contractors.

4.2.3. Requiring Activity (User):

4.2.3.1. Develops and coordinates their communications and information systems requirement or
MNS according to AFI 33-103 or AFI 10-601.

4.2.3.2. ldentifies changes to the original requirement to the CSO, and if those changes result in &
cost increase of 20 percent or more, determines if implementation should proceed.

4.2.3.3. Arranges for disposal of removed equipment.

4.2.3.4. Participates in system testing and certification. Appoints an associate test director for
systems tests (see paragr5.3).

4.2.3.5. Provides transportation for DoD installation personnel using General Services Adminis-
tration (GSA) or commercial rental vehicles when host base vehicles are not available.
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4.2.3.6. Adds equipment to AS and equipment management systems according to AFMAN
23-110V2.

4.2.3.7. Assures proper funds appropriations are programmed and available to initiate implemen-
tation.

4.2.3.8. Ensures the license to operate radio frequency emitting equipment is kept current and
accurate according to AFI 33-118.

4.2.4. Program Action Officer (PAO):
4.2.4.1. Monitors and coordinates program management tasks assigned to their activity.
4.2.4.2. Keeps the PM advised on the status of projects per the implementing directive.
4.2.4.3. Reports any changes to the PM that could impact project development or implementation.
4.2.4.4. Participates in program management meetings when requested by the PM.
4.2.4.5. Develops support plans as required by programming plans and when directed by the PM.

4.2.5. Headquarters Air Force Materiel Command (HQ AFMC) Logistics Centers, Electronic Sys-
tems Center (ESC), 38th EIG, and Standard Systems Group (SSG) are responsible for the following:

4.2.5.1. Coordinating the Installation. In coordination with the implementing command or activ-
ity, 38 EIG plans what EI resources the installation requires based on specific program tasks
assigned to AFMC. The 38 EIG draws up a formal memorandum between the PM and the appro-
priate AFMC activity agreeing to the tasks, such as preliminary communications and information
systems engineering help, installation engineering, and on-site installation. SSG plans similarly
for projects they implement. In the memorandum, outline AFMC tasks by system or equipment,
system location, and installation schedule. Review the memorandum annually and amend it at any
time mutually acceptable by affected parties.

4.2.5.2. AFMC/ESC (38 EIG and SSG):

4.2.5.2.1. Helps the implementing command or activity to identify what communications and
information support it needs.

4.2.5.2.2. Provides on-site support to the implementing command or activity when a site acti-
vation or alteration task force (SATAF) helps to bed down a weapons system.

4.2.5.2.3. Helps with the developmental testing and evaluation (DT&E) and operational test
and evaluation (OT&E) of the communications and information system in a realistic environ-
ment according to AFI 99-1C Developmental Test and Evaluati and AFI 99-1020pera-

tional Test and Evaluatic.n

4.2.5.2.4. Carries out the responsibilities assigned to it in the PMD, work plans, programming
plans, and other documents.

4.2.5.2.5. Acquires and provides equipment items for downward directed and funded pro-
grams.

4.2.5.2.6. Ships equipment in complete condition per the time compliance technical order
(TCTO).
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4.2.5.2.7 Makessure initial and life cycle logistics support is aitable tothe using and O&M
activities.

4.2.5.2.8 Advises tre PM and suppding command concernng equipmendelivery.

4.26. AFMC/ESC, Cryptologic Systems Group Logistics Directorate, Logistics Management and
Systems Division, San Antonid,exas (CBG/LGLP):

4.26.1 Programs 6r and povidesCOMSEC equipmemand materiel as requested b tising
Commam Equipmen Management @ice (CEMO).

4.2.6.2 Caries ou theresponsibilities asigned nthe PMD,work plansprogramning plars, and
othe documents.

4.26.3 Providesthe PM with needed iformatian and advice abduhe requirement.
4.2.6.4 Servesas the exeutive agemand InventoryControl Point forCOMSEC equipment.

4.2.6.5 Reviews COMSEC requements fa techni@l, architectural, acqggtion strategy, logis-
tics support, costing, and daotl adequacyfrom a COVSEC compatibilty viewpoint.

4.2.6.6. Procures, stocks, stores,issues, and peforms depot level maintenance br COMSEC
equipment.

4.2.7 Host Base:
4.2.7.1 Before Installations:

4.2.7.1.1 Prouvdes supparasdefined hnthePMD, workplanrs, programmirg plars, PSA, and
other supprt documents. Thismay include doawmentsprepared by other than Air Force
activities, whid servethe same purpose.

4.2.7.1.2 Provdes the PM with needed infamation, definition,and advi@ about tle require-
ment.

4.27.13. Coordinatesand pepares respnsesfor all docunents that asign kase-level func-
tions

4.2.7.1.4 Confirms suppat actions.

4.2.7.15. Holds project review medings with the requiring activity, communications and
information systemsplanner, the functional areaproject monitor, the O& M activities,civil
engineerproject engineer, aththe STE-B.

4.2.7.1.6 Discusses baserojects withindividual communications andformatian users and
the O&M systens technicias.

4.2.7.1.7. Involves the communications and information user, the O& M activity, and civil
engineein site suveys.

4.2.7.1.8 Submitsrequestsfor engireering changes on an AF Form 11/Engineering
Change Request/Authorization, to the srvicing El unit when they are the implementing
activity.

4.2.71.9. Provides he implementing adivity with preliminary and final civil engineering
design dataand reproducike copies obs-buit drawingsof the corstruction.
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4.2.7.1.10. Provides secure dry storage for project materiel either on base or contracted off
base (see AFMAN 23-110V2).

4.2.7.1.11. Provides utilities, serviceable cable ducts, vaults, and manholes as needed.

4.2.7.1.12. Manages initial spare support list assets and documentation per AFMAN
23-110V2.

4.2.7.1.13. Constructs, maintains, and repairs facilities and equipment as stated in the pro-
gramming plans, support plans, contracted support documents, and the PSA.

4.2.7.1.14. Visits the materiel storage location and verifies receipt of materiel.

4.2.7.1.15. Establishes a tracking system for PSA/support document tasking and verifies task
completion before notifying the PM.

4.2.7.1.16. Monitors the status of outstanding BCE work orders.
4.2.7.1.17. Maintains current continuity procedures.
4.2.7.2. During Installations.

4.2.7.2.1. Assists installation personnel with the preparation and processing of the BCE Work
Clearance Requests.

4.2.7.2.2. Helps the installation team to obtain local purchase and contract funding from the
implementing command.

4.2.7.2.3. Supports project acceptance inspections.

4.2.7.2.4. Provides secure storage, corrosion control, and a vehicle parking area to safeguard
installation tools and equipment.

4.2.7.2.5. Gives installation personnel a supply account number for ordering replacement
items and building up stock levels of operating supplies.

4.2.7.2.6. Supplies vehicles and petroleum, oil, and lubricants (POL) as required by installa-
tion personnel. If host base resources are not available, the user provides GSA or commercial
rental vehicles. Costs are borne by the host installation, unless otherwise stated. Review con-
tracts to determine the extent of support to contractor personnel.

4.2.7.2.7. Provides housing and messing facilities.

4.2.7.2.8. Provides base administrative, engineering, maintenance, and visual information
assistance as required in support of the project.

4.2.7.2.9. Packs, crates, transports, and ships project materiel.
4.2.7.3. After Installations.
4.2.7.3.1. Disposes of excess project materiel.

4.2.7.3.2. Completes and distributes all DD Form Material Inspection and Receiving
Report, and AF Form 1261.

4.2.7.3.3. Make sure "as-installed" CSIRs are sent to the communications and information
EDSC, according to AFI 21-404.



AFI33-104 10 May 2001 23

4.3. Securing an Incomplete Installationlf an installation team has to leave before the installation is
complete, the installing activity and the host base prepare a letter of custodial agreement. In this letter th
host base agrees to secure the communications and information systems equipment and installation tee
tools and equipment left on-site. The letter also states why the team is leaving and gives an estimated da
when work will resume.

4.4. Control of the Installation Team.The PM controls the schedule of the installation team. Normally
the team leaves after system acceptance, but only the PM may direct the team to leave before the install
tion is complete.
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Chapter 5

INSPECTING, ACCEPTING, AND REMOVING COMMUN ICATIONS AND INFORMAT ION
SYSTEMS

5.1 Acceptancelnspecion. This inspection determines if equipment and sotware neet the technical
and mrformarce sandardsidentified in the project structions @ contractal docurents. NOTE: It is
importantthat frequency authorizations @&obtained prior to testing or RF sysems/devices.

5.11. The irspection comistsof a reviav of equipment ad software tet resultsa physial review of
the installation anda check and veriication of associated documents.

5.12. Conduwct the acepiance irspedion immediately after the final equipment and software ests.
Representatives of the user, O, andEl organc/contracted ativities, as appropriate, perfam the
inspection. Other personnel may represent the implementing command, theinggcommand, the
communications and informaion systens O%M actvity, BCE, anl the contrador. The ystem's
O&M activity leads the insgtion team. ThePM tailors the inspetion to the prticular system tested.
The irspection team deces$ what to review, in whatrder, and how thorogh to make each part of the
inspectionf nat alreadyidentified in the poject scop.

5.2 Inspedion Documents. The implementing activityprovidesappropriate documents such as the
as-installé drawings, DD Form 250, equipmerdccountability documents, cadlistributionshees, sys-
tem test logs, installation instructions and design standards, equipment performance records, test data
sheets, equipmentand software test records, X-radiatioatdicates, C4ISPSCoNs, Certifcates to Opr-
ate (CTO), certification and accreditation letters, and radio frequency radiation profiles when needed.
The base-level communications andarrhationsystems panner provides the AF Fon 1261, conBctual
documentsand host natimand connection appval documentsif necesary.

5.3. System Tests. Theimplementing command or actiyigppoints a test directorThe O&M activity
appoints an asociate st director. Represatatives of the instéing and O&M acivities, the reqiring
command, and the acquisition comrd@when appropate) conduct thdests. If a contractomnstalls the
sydem, contractor represeantatives and a base pocuremert office represertative take part in the teds
according tacontract terms.

5.4. Installation Exceptions. Installation exeptions are dficiencies thatprevent thesystemfrom meet-
ing theinspection criteria. They include faulty installabn, softwareemrors equipmen failures, unsuc-
cessful tests, ard other faultsasdetermined ly the inspection team.

5.4.1 Major Exceptions. Some eeptions leep thesystem from meeting thgpecified ogrational
requirements. These aretermed major exceptions. After finding such adeficiency, the inspedion
team continues the inspection asdaposible, stspends the inspectiodocuments the exceptions,
ard does not acept the system for use.

5.4.1.1. Theinspection tean formally notifies the responsible activity tha it must correct the
problens. The activity must corect these prdbms for the pocessto continue.

5.41.2 Theinspection team reumesthe irspection after correction @l maja exceptions.
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5.4.2 Minor Exception: These exceptions do not lethe system from mesting opeational require-
ments bukeepit from meeting allnspection criteria. The user may aceptthe system if the sgtem
testand irspection identify on} minor exceptions.

5.4.2.1 The inspetion team lists the mimaxceptionn AF Form1261. Theinspection team
detemines the activity rgponsibk for correcting the fault athforeaststhe dite of correction.

5.4.2.2. After correcton of ead minor exception, the O&M activity releaseshe respnside
activity and annotates tifeg= Form1261 to reflect the date corrected. Theedb@SO and the com-
munications ad information systems user anot cerify the system unit all minor exceptions are
cleared. The comnunicationsand informatio planrer monitors the corretion of minor ecep-
tions.

5.5, Using Communications and Infor mation Sydems Bdore Accegance.Sometmesit is necasay

to use systems beforecompkte support is available or before reporsible adivities have cleared minor
exceptions.In these cses, tlePM, O&M activity, and the usanake arisk assessment. Only theusercan

accep resporsibility for using the sysem befare all minorexceptionsare cleared.

5.6. Communications ard Information Systems Aceptance.The installing adivities am the host

basecommunications and iformation sgtems planners have joint resgsiility for completing the AF
Form 1261.NOTE: Help screens provide igructionsfor each block of the & Form 1261. This infor-

mation is found at http://afpubs.hqg.af.mil/forms/formlist.asp?puborg=AF& series=1200-1299

5.6.1. Oncethe bas&€CSO and the s haveindicated certiication in Black 11 of the AF Fom 1261,
the communications and information system is operational. Block 10 lists the functions that have
acceped the installation.

5.6.2 If the system is contractor-inged, include acopy d DD Fom 250 asan attachrent to AF
Form 1261. If the contractor fails to perform to @ntract specifications, do notsign DD Form 250
until advised by the dse procurement officer (the usingctivity may be entited to liquidaed dam-
ages).

5.6.3. Theinstallation tean may leave afte completion of Blocks 10A-D of the AF Form 1261 and
after trarsfer of all communicationsand informationsystems equipmensgpftware, aud real property.

5.6.4 The communicatonsand information systemsplanner obtains the additional signatures

required an the AF Form 1261, senda copy d the completed form to the PM, ard keeps tle original
document and athmens in the CSIR adminstrative fles for life-cycle da@wumentation The com-
muncations ad information sgtems panner alsocoordinates prject completion with te STEM-B

for updite in the Communications @rinformation Systems Béprint.

5.7. Removing Communications ard Information Systems. Cerify satisfactoryremoval of a commu-
nications and nformation system after disposing of the system orequipment and after compdeting AF
Form 1261. Coordinate the removal action with the STEM-B and make sure all planning documents
(including thre Communi@tionsand Information Systems Béprint), CSIRs, andBCE dawings reflect
the removal of the communications and information system. Basedevel OPRs need to delete the
bae-wide system from the appropriate ITsystemsregistraion databae.
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Chapter 6
MANAGING COMMUNICATIONS AND INFORMATION SYSTEMS RESOURCES

6.1. Financial ManagementProcedures provided in this section help the communications and informa-
tion systems resource advisor to understand accounting terminology, budget management, billing proce-
dures, voucher preparation, establishment of obligations for anticipated expenses, and invoice processing.

6.1.1. The Communications and Information Systems Resource Acl The resource advisor
attends the base financial working group meeting and briefs the group on the status of communica-
tions and information funds and expenditures. The advisor also assists the CSO and participates in the
base financial management board. See AFPD Budget and associated AFIs for more informa-

tion. See specific responsibilities and tasks detailed below.

6.1.1.1. Budget Development and Formulation. The resource advisor must:
6.1.1.1.1. Request, interpret and consolidate inputs from various activities.
6.1.1.1.2. Receive and evaluate budget calls.
6.1.1.1.3. Brief the cost centers and request their input.
6.1.1.1.4. Prepare a draft budget and coordinate it with the cost centers and unit staff.

6.1.1.1.5. Finalize and send the draft budget according to the servicing budget office’s guid-
ance and procedures.

6.1.1.2. Budget Execution. The resource advisor:
6.1.1.2.1. Manages the obligation, expenditure, and reprogramming of current year program.

6.1.1.2.2. Receives, analyzes, and recommends distribution of the annual and quarterly bud-
get authority; distributes and posts the spending targets.

6.1.1.2.3. Requests funds reprogramming.
6.1.1.2.4. Reconciles entries against management reports.

6.1.1.2.5. Manages funds, balances the operating budget ledger, and verifies it to the funding
authority. See AFPD 65-6 and associated AFIs for more information.

6.1.1.3. Billing Accounting. The resource advisor manages and prepares miscellaneous commit-
ment, obligation, and expense documents and sends them to the servicing financial activity;
requests and sends the estimate for monthly expenditures; and makes sure contract or purchase
orders are established and deobligates residual funds.

6.1.1.4. Telephone Bills. The resource advisor:
6.1.1.4.1. Ensures bills and invoices are date stamped upon receipt.
6.1.1.4.2. Separates the toll and other administrative telephone bills.

6.1.1.4.3. Sends bills to the applicable activity for verification according to local verification
procedures.
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6.11.44. Evaluates ®rification of services andcharges, prepares the cefitation document,
and sends it to he serveing financial activity. See AFI 3-111 for more informatiorabaut
verification procedures.

6.1.1.5 Preparing Rimbureement DocumentationResource advisorgeview support documen-
tation andpreparethe sevice-hlling documentfor savicesprovided to the ontracta. The
resource adwsor thensends thebilling informatian to theservicirg financial activiy for uncom-
mon customeresvices and nonéndficial tenants. See DFAS-DE 7016R, General Accounting
and Finance gstems aBase Leegl, for more infomation.

6.1.1.6 Audit Reports. TkRbasecommunicationgnd informationsystems planand implemen-
tation secton is the communicains andinformation focal point for audibr visits and audit
repors. Use audits to iprove progrars, make finawial reporting moreaccurag, and pronote
ecaomy, efficiency, and dectiveness throughduthe Air Force. Ations on recommndations
help the DoD wik better at less cost. Communications andrmédion sygtems planning person-
nel makesure Government Accounting OfficBoD Inspector Gesral, Air Farce Audit Agency,
and oher auditors are provded gpropriate access to personnel, records or facilities reeded to
meet their announcealidit objectives. Follow pocedues in the 65-aries publications #ted in
Attachment 1 to support auditors, procgsand follow up on reports.

6.1.17. Financial Management Practices. Financial management practices bllow AFPD 65-6
ard associated AFIs, MAJCOM publicationsand local @rectives. Thefollowing addition&prac-
ticesare also helpful:

6.1.1.7.1 Establish continujt procedures.

6.1.1.7.2. Compare he erating budget ledger to the funding document to make sure te
guaterly and anndl authorizationsre accurate.

6.1.1.7.3 Periodcally give the CSO thstatus offunds and théinancial impact ofchanges in
operatonal or administratie responsibilities.

6.11.7.4. Makesure invoicesand bills are date stamped a receig andsent © the focal point
for verification.

6.1.1.7.5 Send payments D the ®rvicing financial activity in enough time to nmeet the due
datein thetariff or contract.

6.11.7.6. Resolve discrepaties between ksed srvices blling and the pement communi-
cations ad information systems documentatiom, ia timely fashion.

6.11.7.7. Separate theduties ofcertification, verificaton, and payment of leased services.
Use DD Fom 23 to certfy servicesor equipnent received bythecommunicationgnd infa-
mation ugr. Complete the form within 3 days of receipt to allow the Government to take
advantage fodiscountoffered for early payment é accouns.

6.2 AgreementsM anagement. Thebase communications andfermation sgtems planner is the com-
munications and information g/stems installation Fuional Area Agreerent Coordirator and installa-
tion reeiver Support Agrements Coordiator (SAC). They dewlop, review, andprocess support
agreements, accordjno AF 25-201,Suppat Agreements Procedure$ hee are severdtypes dé agree-
mens. A DD Form 1144, Support Agreement, documents the support senices a upplier provides a
receiver and the reimlisement the resver will pay to thesupplierfor the identified levelsfossuppat.
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Use a Memorandum of Understanding (MOU) or Memorandum of Agreement (MOA) in place of the DD
Form 1144, when it is necessary to document financial and support arrangements with US nongovern-
mental activities, nonmilitary agencies or individuals, or before publishing a BSP. Functional areas also
use MOAs or MOUs to document mutually agreed upon statements of fact, intentions, procedures, and
policies for future actions.

6.2.1. Role of Wing Logistics Suppc The primary office at base level that manages agreements is
the wing logistics support activity, which functions as the installation supplier support agreement
coordinator. The communications and information systems planner works with the SAC to provide
communications and information support when activities request it, and when the communications
unit requires support. The communications and information planner also processes support requests
to make sure that communications and information systems are installed, relocated or removed.

6.2.2. Communications and Information Systems Planners Responsibilities. Process requests for
support by reviewing existing agreements for applicability, determining responsibility within the unit,
coordinating the impact on their operations, and drafting, staffing, and obtaining the approving offi-
cial's signatures. Make sure all communications and information agreements on file are current and
review them for applicability. Dratft, finalize, and get signatures for required changes.

6.3. Contract ManagementThe communications and information systems plans and implementation
section is the focal point for all unit communications and information systems contracts. They provide
the unit commander with a single point of contact (POC) to manage communications and information sys-
tems contracts effectively. Communications and information systems planning personnel maintain a list
of all communications and information systems contracts for which the unit has oversight responsibility.
They make sure that accurate information is readily available to plan for and react to contracting situa-
tions. Overall, the base procurement office performs acquisition and contract management. However,
some contracts such as Communications Service Authorization (CSA) and O&M are managed by the 38
EIG/PK.

6.3.1. Contract Management Guidance. Use understandable terms when completing the required
documents. Only duly appointed procurement officers establish or interpret contracts, change terms,
resolve questions, and obligate the Federal Government. The communications and information con-
tract focal point, planning personnel:

6.3.1.1. Assist in managing communications and information contracts.

6.3.1.2. Help prepare quality assurance surveillance plans to evaluate contractor performance as
supported by subject matter experts within the communications and information systems unit.

6.3.1.3. Help prepare AF FormRequest for Purchase.

6.3.1.4. Review contract requirements documentation for completeness before sending them to
the base contracting office.

6.3.1.5. Notify the base procurement officer of changes in quality assurance personnel and make
sure that new quality assurance evaluators (QAE) receive training from the base procurement
officer.

6.3.2. Contract Management Responsibilities. Manage communications and information systems
contract management efforts using AFI 63-EAir Force Acquisition Quality Prograr AFI 63-124,
Performance-Based Service Contracts (PE, MAJCOM and local directives, and these guidelines:
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6.3.2.1. Establish continuity procedures on contract management.

6.3.2.2. Establish a focal point for communications and information systems contracts.

6.3.2.3. Verify that the contract package has all required documents.

6.3.2.4. Confirm that sufficiently detailed written procedures cover all but unusual circumstances.
6.3.2.5. Document required QAE training.

6.3.2.6. Document contractor-performed QAE.

6.3.2.7. Develop a QAE file for each contract.

6.3.3. QAE Responsibilities. Ensure a qualified QAE is assigned to make sure the contractor per-
forms as required by contract terms and the Government pays only for those services the contracto
actually performed.

6.3.3.1. The unit may appoint more than one QAE for a specific contract with one individual as
the lead QAE. Place the lead QAE in the area that oversees daily operations of the contracted se
vices.

6.3.3.2. Functional supervisors must make sure the assigned QAE performs their duties. AFI
63-124 governs the responsibilities and duties of the QAE, the performance work statement, and
the quality assurance surveillance plan.

6.3.3.3. The QAE objectively evaluates and documents contractor performance by performing
inspections for assigned service contracts according to the quality assurance surveillance plans
The QAE notifies the administrative contracting officer and the functional area chief if a contrac-
tor's performance is unacceptable and prepares proper documentation for the QAE file.

6.4. Information Collections, Records, and Forms.
6.4.1. Information Collections. No information collections are created by this publication.

6.4.2. Records. Project files contain prescribed forms and other pertinent project records according
to AFMAN 37-139 (will convert to AFMAN 33-322V4), Table 33-4, Rule 10.

6.4.3. Forms (Adopted and Prescribed).

6.4.3.1. Adopted Forms. DD Form Armed Forces of the United States--Geneva Conven-
tions Identification Card ; DD Form 250 Material Inspection and Receiving Repor; DD
Form 1144 Support Agreemen; DD Form 1354 Transfer and Acceptance of Military Real
Property; DD Form 1391Military Construction Project Data ; AF Form 9,Request foi Pur-
chas¢;, AF Form 103 Base Civil Engineering Work Clearance Reque; AF Form 522 USAF
Ground Weapons Training Date; AF Form 601 Equipment Action Reques; AF Form Form
847,Recommendation for Change of Publicatio; AF Form 1098 Special Task Certification
and Recurring Training; AF Form 1141Current Leave and Earnings Statemen; AF Form
1199A-D,USAF Restricted Area Badg; AF Form 3215C4 Systems Requirements Docu-
ment.
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6.4.3.2. Prescribed Forms. AF Form 12Communications and Information System Accep-
tance Certificate, and AF Form 114¢Engineering Change Request/Authorizatio

JOHN L. WOODWARD, JR., Lt Gen, USAF
DCS/Communications and Information
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AFI 16-301,US Air Force Priority System for Resources Management

AFI 21-116,Maintenance Management of Communications-Electronics

AFI| 21-401,Engineering Data Storage, Distribution, and Control

AFI| 21-404 Developing and Maintaining Communications and Information Systems Installation Records
AFI 25-201,Support Agreements Procedures

AFI 32-1001,0Operations Management

AFI 32-1021,Planning and Programming of Facility Construction Projects

AFI 32-1023,Design and Construction Standards and Execution of Facility Construction Projects

AFI| 32-1032,Planning and Programming Appropriated Funded Maintenance, Repair, and Construction
Projects

AFI 32-1052 Facility Asbestos Management

AFI| 32-7062 Air Force Comprehensive Planning

AFI 32-9005,Real Property Accountability and Reporting
AFI 33-103,Requirements Development and Processing
AFI 33-111,Telephone Systems Management

AFI 33-112,Computer Systems Management

AFI 33-114,Software Management

AFI| 33-116,Long-Haul Telecommunications Management
AFI 33-117 Visual Information (V1) Management

AFI 33-118,Radio Frequency Spectrum Management

AFI 33-124 Enterprise Information Technology Architectures
AFI 33-133,Joint Technical Architecture-Air Force

AFI 33-203,Emission Security

AFI 33-360V2,Forms Management Program

AFI 37-138,Records Disposition-Procedures and Responsibi (will convert to AFMAN 33-322V3)
AFI| 38-201,Determining Manpower Requirements

AFI| 38-204,Programming USAF Manpower

AFI 63-124 Performance-Based Service Contracts (PBSC)
AFI 63-501,Air Force Acquisition Quality Program

AFI 65-601V1,Budget Guidance and Procedures

AFI 90-901,0perational Risk Management

AF1 99-101,Developmental Test and Evaluation
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AFMAN 10-401V1,0peration Plan and Concept Plan Development and Implementation
AFMAN 23-110V2,USAF Supply Manu il

AFMAN 33-105,Engineering and Installation Services

AFMAN 37-139,Records Disposition Schedywill convert to AFMAN 33-322V4)

AFH 32-1084 Facility Requirements

AFH 32-9007 Managing Air Force Real Property

AFJMAN 23-209,Storage and Handling of Hazardous Materials

AFPAM 91-215 0Operational Risk Management (ORM) Guidelines and Tools

AFPAM 32-7043 Hazardous Waste Management Guide

OSHA Regulation (Standard - 29 CFR), Part 1‘Occupational Safety and Health Standards
OSHA Regulation (Standard - 29 CFR), Part 1{Safety and Health Regulation for Construction
HQ USAF/LEE Engineering Technical Letter 87-9

Abbreviations and Acronyms

ACAT— Acquisition Category
ACO—Administrative Contracting Officer
ADP—Automated Data Processing
ADPE—Automated Data Processing Equipment
AEF—AIr Expeditionary Force

AF-CIO— Air Force Chief Information Officer
AFCERT—AIir Force Computer Emergency Response Team
AFCSA—AIr Force C4 Systems Architecture
AFDD—AIr Force Doctrine Document
AFH—AIr Force Handbook

AFl— Air Force Instruction

AFIWC— Air Force Information Warfare Center
AFIJMAN— Air Force Joint Manual

AFMAN— Air Force Manual

AFPD—AIr Force Policy Directive
AIS—Automated Information System

ANG—AIr National Guard

AS—Allowance Standard

ASC—Allied Support Completion
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BCE—Base Civil Engineer

BIP—BIlueprint Implementation Plan

BPAC—Budget Program Activity Code

BPID—BIlueprint Phase Implementation Directive

BSP—Base Support Plan

BSPC—Base Support Plan Committee

C4—Command, Control, Communications and Computers

C4l—Command, Control, Communications, Computers, and Intelligence
C4ISP—Command, Control, Communications, Computers, and Intelligence Support Plan

C4ISR—Command, Control, Communications, Computers, Intelligence, Surveillance, and
Reconnaissance

C&A— Certification & Accreditation

CAMS—Core Automated Maintenance System
CBT—Computer Based Training

CCA—Clinger-Cohen Act

CCB—Configuration Control Board
C-E—Communications-Electronics

CEMO—Command Equipment Management Office
CFE—Contractor-Furnished Equipment

CFR—Code of Federal Regulations

C-Level—Category Level

COMPUSEC—Computer Security
COMSEC—Communications Security

CoN—_Certificate of Networthiness

CONUS—Continental United States

COS—Chief of Supply
COTS—Commercial-Off-The-Shelf
CSA—Communications Service Authorization

CSD—C4 Systems Directive

CSIR—Communications and Information Systems Installation Records
CSO—Communications and Information Systems Officer
CSPP—C4 Systems Programming Plan
CSRD—Communications-Computer Systems Requirements
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CTO—-~Certification to Operate
CWD—Chemical Warfare Defense
DISA—Defense Information Systems Agency
DOC—Designed Operational Capability
DoD—Department of Defense

DRU—Direct Reporting Unit

DT&E— Developmental Testing and Evaluation
EDSC—Engineering Data Service Center
EEIC—Element of Expense Identification Code
El—Engineering and Installation
EIG—Engineering Installation Group
EMCS—Energy Monitoring Control Systems
EMSEC—Emission Security

ESC—Electronic Systems Center
FAP—Functional Area Plans

FOA—Field Operating Agency
FORSIZE—Force Sizing Exercise
GFE—Government-Furnished Equipment
GIG—Global Information Grid

GSA—General Services Administration

HQ AFCA—Headquarters Air Force Communications Agency

HQ AFMC— Headquarters Air Force Materiel Command
HQ USAF—Headquarters United States Air Force

IA— Information Assurance

IDO—Installation Deployment Officer

IMO— Installation Mobility Officer

IRM— Information Resource Management
ISD—Installation Start Date

IT— Information Technology

JOPES—Joint Operation Planning and Execution System
JP—Joint Publication

JTA—Joint Technical Architecture
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JTA-AF— Joint Technical Architecture-Air Force
LAN— Local Area Network

LOGDET— Logistics Force Detail
LOGFOR—Logistics Force Packaging Systems
MAJCOM— Major Command

MANFOR— Manpower Force Packaging System
MAP—Mission Area Plans

MCP—Military Construction Program
MEFPAK— Manpower and Equipment Force Packaging System
MILCON— Military Construction

MIL-STD— Military Standard

MNS—Mission Need Statement

MOA— Memorandum of Agreement
MOU—Memorandum of Understanding
MRRR—Mobility Requirements Resource Roster
MSEL—Master Scenario Events Listing
MSP—Mission Support Plans

OCR—Office of Collateral Responsibility

O&M— Operation and Maintenance
OPR—Office of Primary Responsibility
OPSEC—Operations Security
OSHA—Occupational Safety and Health Administration
OT&E— Operational Test and Evaluation
PAD—Program Action Directive

PAO—Program Action Officer
PBSC—Performance-Based Service Contracts
PCB—Polychlorinated Biphenyl
PCO—Procurement Contracting Officer
PERSCO—Personnel Support for Contingency Operations
PID—PIlanning and Implementation Division
PM—Program Manager

PMD—Program Management Directive
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POC—Point of Contact

POL—Petroleum, Oils, and Lubricants
POM—Program Objective Memorandum
PPBS—Planning, Programming, and Budgeting System
PPLAN—Programming Plan

PSA—Project Support Agreement

QAE—Quality Assurance Evaluator

RF—Radio Frequency

RFS—Request for Service

RLP—Rotatable Log Periodic

SAC—Support Agreements Coordinator
SATAF—Site Activation or Alteration Task Force
SORTS—Status of Resources and Training System
SOW—Statement of Work

SSG—Standard Systems Group

STEM—Systems Telecommunications Engineering Manager
STEM-B—STEM-Base Level
STEM-C—STEM-Command Level
STEM-D—STEM-Deployable

STEM E—Engineering STEM

STEM-IM— Information Manager STEM
STEM-J—Joint STEM

STEM-TM— STEM-Telecommunications Manager

TAFIM— Technical Architectural Framework for Information Management

TCTO—Time Compliance Technical Order
TFG—Total Force Group

TPFDD—Time-Phased Force and Deployment Data
TPFDL—Time-Phased Force and Deployment List
TRC—Technical Reference Code
TSR—Telecommunications Service Request
UDM—Unit Deployment Manager

UMD—Unit Manpower Document
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UPMR—Unit Personnel Management Roster
UTC—Unit Type Code

VI— Visual Information

VTC—Video Teleconference

VTT— Video Teletraining

WMP—War and Mobilization Plan
USAF—United States Air Force

Terms

Acceptance—Indicates that a facility or system meets technical and performance standards but may still
have minor exceptions that do not keep the facility from meeting operational and security requirements.

Acceptance Inspection-The final inspection to determine if a facility or system meets the specified
technical and performance standards. It is held immediately after facility and software testing, and is the
basis for certifying and accepting the communications and information system. The AF Form 1261
documents the results.

Architecture—1. A framework or structure that portrays relationships among all elements of the subject
force, system or activity. 2. A description of all functional activities to be performed to achieve the
desired mission, the system elements needed to perform the functions, and the designation of performance
levels of those systems. An architecture also includes information on technologies, interfaces, and
location of functionals and is considered an evolving description of an approach to achieving a desired
mission. 3. The disciplined definition of the information technology infrastructure required by a business

to attain its objectives and achieve a business vision. It is the structure given to information, applications,
organizational and technological means--the groupings of components, their interrelationships, the
principles and guidelines governing their design and their evolution over time.

Architecture, Infrastructure— ldentifies the top-level design of communications, processing, and
operating system software. It describes the performance characteristics needed to meet database anc
applications requirements. It provides a geographical distribution of components to locations. The
service provider for these capabilities defines the infrastructure architecture. It includes processors,
operating systems, service software, and standards profiles that include network diagrams showing
communications links with bandwidth, processor locations, and capacities to include hardware builds
versus schedule and costs.

Automated Data Processing Equipment (ADPE)-Any equipment or interconnected system or
subsystems of equipment that is used in the automatic acquisition, storage, manipulation, management,
movement, control, display, switching, interchange, transmission, or reception of data or information by a
federal agency, or under contract with a federal agency which requires the use of such equipment, or
requires the performance of a service, or the furnishing of a product that is performed or produced making
significant use of such equipment. Such term includes computers; ancillary equipment; software,
firmware, and similar procedures; services including support services; and related resources.

Base Support Plan (BSP)-The installation level plan to support unified and specified command
wartime operations plans as well as MAJCOM supporting plans. It cuts across all functional support
areas in a consolidated view of installation missions, requirements, capabilities, and limitations to plan for
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actions and resources reporting war or contingency operations, including deployment, post-deployment
and employment activities (as appropriate).

Base Support Plan Committee (BSPC)-A group, normally consisting of senior-level leaders, that the
installation commander appoints to facilitate the development of the base support plan. The BSPC serve
as the focal point for the plan development and reports to the commander on the status of base suppc
plans. It integrates base-level requirements and functional support actions into an overview of base
support activity.

Blueprint Phase Implementation Directive (BPID)—Document from the STEM that reflects a portion
of a Communications and Information Systems Blueprint, and authorizes and directs implementation. It
may serve as the technical solution, cost estimate, and implementation directive.

Broad-gauge Technical Solutions-For efforts identified during a site visit or upon receiving a
customer request, the STEM-B will outline a technical approach and an estimate of funds necessary fo
implementation of the requirement. This product will identify allied support, projected funding levels, and
associated implementation resources for customer consideration. These tech solutions will provide
estimated costs based upon the requirement (as defined at the time of request) within 30 days of th
customer’s request.

Category Level (C-Level)—A six-point scale showing the degree to which a unit meets standards within
four measured resource areas of personnel, equipment and supplies on hand, equipment condition at
training, and an overall unit assessment.

Certificate of Networthiness (CoN)—Provides the relative risk to Air Force communications and
information infrastructures associated with fielding a networked system or application. A networthy
system or application will not adversely impact the network and can be sustained from a communications
and information perspective.

Communications-Electronics (C-E)—The specialized field concerned with the use of electronic devices
and systems for the acquisition or acceptance, processing, storage, display, analysis, protectior
disposition and transfer of information. C-E includes the wide range of responsibilities and actions
relating to (a) electronic devices and systems used in the transfer of ideas and perceptions, (b) electron
sensors and sensory systems used in the acquisition of information devoid of semantic influence, and (c
electronic devices and systems intended to allow friendly forces to operate in hostile environments and tc
deny hostile forces the effective use of electromagnetic resources.

Communications and Information System—An integrated combination of doctrine, procedures,
organizational structures, personnel, equipment, C-E equipment and systems, facilities, and
communications designed to support a commander’s exercise of command and control through all
operational phases. It includes base VI support systems.

Communications and Information Systems Blueprint—Document that provides the engineering plan

to modernize the base-level infrastructure with cost-effective, base-wide communications and
information capability to support digital transmission of voice, data, video, imagery, and telemetry needs.
It documents the baseline, identifies a target base configuration to support present and future
requirements, and provides a time-phased plan and estimated costs for logical transition. The
Communications and Information Systems Blueprint is sometimes referred to as the Base Blueprint or the
Blueprint.

Communications and Information Systems Officer (CSO)-ldentifies the supporting
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communications and information systems officer at all levels. At base level, this is the commander of the
communications unit responsible for carrying out base communications and information systems
responsibilities. At MAJCOM, and other activities responsible for larger quantities of communications
and information systems, it is the person designated by the commander as responsible for overall
management of communications and information systems budgeted and funded by the MAJCOM or
activity. The CSO function uses the office symbol “SC” which is expanded to three and four digits to
identify specific functional areas. CSOs are the accountable officer for all automated data processing
equipment in their inventory.

Communications and Information Systems Requirement-This statement identifies a
communications and information systems mission shortfall or system need to the CSO. A
communications and information system requirement arises when an organization cannot accomplish its
current or new mission; can increase operational efficiency or cut operational costs by using advances in
technologies; or can modernize an existing communications and information system by applying modern
technology to satisfy evolving communications and information systems requirements, improve mission
performance, and reduce current or future operation and support costs.

Command, Control, Communications, Computer, and Intelligence Sup-port Plan (C4ISP)--A
programming plan that provides early and continuing visibility into program/system development to
enable supportability, interoperability and sufficiency concerns to be addressed from program inception.
It is also a mechanism to raise and resolve implementation issues related to C4l infrastructure
requirements, dependencies and information needs, and interface requirements among systems.

Compatibility— The capability of two or more items or components of equipment or material to exist or
function in the same system or environment without mutual interference, defined over some range of
functions of interest.

Comprehensive Plan—The combination of the general plan, component plans, special plans and studies,
and maps that document a wide range of information necessary for decision making. It encompasses
those specific resource documents and processes determined to be essential for planning and managing ar
installation’s physical assets in support of the mission. The comprehensive plan is the all-encompassing
description of the products, whereas comprehensive planning is the action associated with the process and
implementation.

Comprehensive Planning—The ongoing civil engineering process, iterative, participatory process
addressing the full range of issues affecting or affected by an installation’s development. Through this
process, goals and objectives are defined, issues are identified, information is gathered, alternative
solutions are developed, and a sound decision-making process is employed to select a preferred
alternative for implementation. It incorporates Air Force programs such as operational, environmental,
urban planning, and others, to identify and assess development alternatives and ensure compliance with
applicable federal, state, and local laws; regulations; and policies.

Computer Security (COMPUSEC)—The protection resulting from all measures to deny unauthorized
access and exploitation of friendly computer systems.

Configuration Management—1. In computer modeling and simulation, a discipline of applying
technical and administrative oversight and control to identify and document the functional requirements
and capabilities of a model or simulation and its supporting databases, control changes to those
capabilities, and document and report the changes. (Joint Publication [JP] 1-02, Dictionary of Military
and Associated Terms) 2. A discipline applying technical and administrative direction and surveillance
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to: (a) identify ad docunent the functimal andphysical characteristics of a C4 sgem; (b) to control
changes of those characterigtics; ad (c) record and report changes b processing and implementation
statts.

Designed Oper ational Capability (DOC) Statement—The document prepared by the parent
MAJCOM that outines each meaured unit's DOC ard contains tle unit’s identification, mission tsking
narative, mssionspecifics, an meaurable resourcs. (See AFI 10-201)

Emission Security (EMSEC)—The prdection resultng from all mesures taken to deny unauhorized
persons informationfovalue which might be dered from intercept and atysis of compronmsing
emanationgrom crypto equipmentjnformationsystemsand telecommunicationsy/stems.

Engineering Data Sevice Center (EDSC)—A cental repositoy of engineemg drawings and other
engineering data. EDSCs receive, index, reproduce, store, distribute, and control dataas authorized in
AFPD 21-4,Engineerirg Data, ard AFI 21-401,Engineering Data Storage Distribution, ard Control.

Information Assurance (IA)—Those measures to protect and defend information and information
systems by ensuring theiavailability, integrity, authentication, cdrdentiality, and nonrepudiation
(ability to confrm source btransmisgon and data

Information Resource Managenent (IRM)—The planning, budgetingrganizing, directing, taining,
promoting, controlling, and magament activites assoiated with theburden, collection, creation, use,
and dissemination of information. (OMB Circular No. A-130, Management of Federd Information
Resources)

Information System—The eitire infrastricture, organization, persand, and components that collect,
process store transmit display, disseminateard act on information (JP102)

Infor mation Technology—1. With respectto an excutive agercy, means any egipment or
intercaineded sy$em or subsysten of equipmert, that is usel in the automatic aqquisition, sbrage,

manipulation, management, movement, control, display, switching, interchange, ransmisson, or

reception of data oimformation by the exaitive agency. Fopurpogs of the precedingentence,
equipment is sed by an exautive agency if the equipment ised by the exautive agency directly pis

used by a contractor unda contract with the escutive ageng which (a) requiresthe use ofsuch
equipment, or (b) requires the use,to a significant extent, of sud equipment in the performance of a
service or the frnishing of a product. 2.The term "information tdmnology" includescomputers,
ancillary equpment, sofware, frmwareand simlar procelures, services (including sugport services),

andrelated resources. 3. Notwithstandingsubparagraphg1) ard (2), the tem "informatian techndogy"

doesnat include anyequipment that isacquired by a Fedral contractor incidengél to a Federatontract.
(CCA)

Infrastructure—1. Inthe C4l for the Warror Conept, infrastucturerefers to the C4lresources of the
infosphee; the combination ophysical resources that is glodan scope, available to wdighters at all
levelsof command, provideaccess toall modes of communications and infeation procesingservices,
and b operative at angscrbed level of capability at alltime. 2 The conmon-user porton of the
base-level communiations and informaton systems environment. It indudes traamission, switching,
processing, sysém-contrd and netwok managemensystens, equipment, andgcilities that suppat the
ba®e. Examples inlude the bse telephonewitch and cable plant, ba communications centend local
area mtworks.

Installation Deployment Officer (IDO)—The host uni officer who maintans base depoyment
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guidance and directs and coordinates base deployments under the direction of the installation commander.
Also referred to as the Installation Mobility Officer.

Integration—1. The process of bringing together parts to make whole or complete. 2. The merging of
the functional and technical characteristics of existing and planned communications and information
systems to ensure the resulting system is consistent with the Air Force C4 Systems Architecture
(AFCSA). To be consistent, it must be interoperable and free of conflicts in purpose, schedule, and
technology and must effectively and efficiently support the Air Force.

Interoperability— 1. The condition achieved among communications and information systems or
equipment when information or services can be exchanged directly and satisfactorily between them and/
or their users. The degree of interoperability should be defined when referring to specific cases. 2. The
ability of systems, units, or forces to provide services to and accept services from other systems, units, or
forces and to use the services so exchanged to enable them to operate effectively together. The condition
achieved among communications and information systems or items of communications and information
with the exchange of information or services directly and satisfactorily between them and/or their users.
Define the degree of interoperability when referring to specific cases.

Investment Plan—Translates the roadmap into required dollars and documents a funding strategy for
each MAJCOM to meet specific customer needs.

Joint Technical Architecture (JTA)—1. A common set of mandatory information technology
standards and guidelines to be used by all emerging systems and systems upgrades including Advanced
Concept Technology Demonstrations. The JTA is applicable to C4l and automated information systems
and the interfaces of other key assets with C4l systems (e.g., weapons systems, sensors). (Defense
Systems Management College) 2. DoD’s minimum set of rules governing the arrangement, interaction,
and interdependence of the parts or elements, whose purpose is to ensure that systems conform to a
specific set of requirements. It identifies system services, interfaces, standards, and their relationships.
(JTA Version 3.1)

Joint Technical Architecture-Air Force (JTA-AF)— A comprehensive set of interfaces, services, and
supporting formats, plus user aspects for interoperability or for portability of applications, data, or people,
as specified by information technology standards and profiles. Provides corporate direction on the use of
Information Technology (IT) to support Air Force missions. The JTA-AF provides a means to increase
interoperability and cost-effective sharing of information. It complies with the DoD Joint Technical
Architecture (JTA) while providing additional guidance for Air Force systems. The JTA-AF provides
implementation timelines for these IT standards, common building blocks, and products. All of this is an
aid to making informed decisions. This technical architecture advances interoperability while permitting
procurement of systems that meet mission needs. The JTA-AF is a living document, undergoing a
continuous cycle of assessment and resolution under control and authority of the JTA-AF Configuration
Control Board (CCB).

Life-Cycle Management—1. The management of a system or item, starting with the planning process
and continuing through successive management processes and associated life-cycle management phase
and associated milestones, until a system is terminated. 2. A management process, applied throughout
the life of an automated information system (AIS), that bases all programmatic decisions on the
anticipated mission-related and economic benefits derived over the life of the AIS.

Local Area Network (LAN)—A telecommunications system, within a specified geographical area,
designed to allow a number of independent devices to communicate with each other over a common
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trarsmisgon topology. LANSs are usually restricted to rektively small geogrgohical areas (i.e., roms,
buildings or clusters & buildings) and utike fairly high datarates Depending on themplemenétion,
thesecommunications netwaks can provide iternal interchange of voice, data, graghadeo, @ other
forms of electrord elements.

Logistics Assessment—An assessment de during progam mangement to determine thavailability
of equipment and logistics support and to determine what adionswill ensue full logistics support at
program comfetion.

Logistics Force Detail L OGDET)—A component of the Logistics Fore Packaging Systems
(LOGFOR) that proviees equipmentand materel requirements andummarizd trarsportation
chaacteistics. The LOGFOR is a Manpowand EqupmentForce Packagirg System(M EFPAK)
sulsystem.

Logistics Swpport—The canpogte of all consgderatons ne@ssaly to assure the ééctive and
economical support of a sysem throughout its programmed life cycle. Included are: spply support,
mainterance panning,testand sypport equipment, trangortation and landling, personel and training,
facilities, data ad sdtware.

Manpower ForcesPackaging System (MANFOR)—A sulsystem of the MEFPAK. It povides he
title of the unit or force eekmert and ts unique Joint Chiefs of Staff unt type code, the capability
staemert that cantains the definition of unit capdility, ard the marpower detal by fundion, grade
(officers only), and Air Force specialty code requied to mest thedefined capability.

Network—1. An organization ofstaonscapabé of intercommunicatio but not recesarily on thesame
channel. 2 Two or maoe interrelated circust 3. A combhation of switches, teminals, and crcuits that
saves agiven purpose 4. A combination of terminals and drcuits in which transmisson facilities
interconnect the ser stations dectly (i.e., there are newitching, contol, or pocessing centes. 5. A
combination of circuits and terminals serviced by a single switching or processng center. 6. A
combination of information transfer resources cevoted to the nterconnection of threeor moredistinct
devices, sysems or gateways. 7. Two or more systems connectedylba communications mediu

Operational Test and Evaluation (OT&E)— 1. Testing andevaluation corducted in as realstic an
operdional environmert as possble to edimate the prospedive sysem’s military utility, operdional
effectiveness, amd opaationd suitability. In adlition, OT&E provides irformaton on organzation,
personel requirements, doctrin@nd tactcs. Also, it may provide data support or verfiy material in
operaing instructiors, publications, and handbogk?2. Testing and evaluation conducted in eslistic
conditions as possibde throughout the systen's life cyde. Tests ae corducted to verify that an
informatian system isinstalled aml capabke of paforming its operationamission as oulined in program
documentation. OT&E is used to verify operating instructions, compuer documentation, training
programs, publiations am handbooks.

Performance Measurement—The assessnt# of effectivenes and efficiency of IT in sypport of the
achievement o&n organization’s missiegngoals, ad quantitative objectiveghrough tte application of
outcone-based, meadurable, and gantifiable criteria, comparedagainst an establiskhebasline, to
activities, goeraions, and processes.(DoD Guide for Managing IT asan Invegment and Measiring
Performance Februay 10, 1997)

Program—1. A combination & program elements designemexpress the accompishmert of a definite
objective or pan that is spcified as to the timephasing of what is to be doraad the means propo=d for
its accomplishment Progams are aggregation®f programelementsand in turn, aggregate to thetotal
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Future Years Defense Program. 2. In computing, a sequence of instructions used by a computer to
perform a particular function or solve a given problem. 3. For the purpose of this instruction, a program
is a formally documented plan to acquire new, modified, additional, or expanded communications and
information resources or to remove specified resources to satisfy a requirement. A program includes
documentation prepared by the communications and information systems engineer that translates a
requirement document into the engineering, supply, and installation data necessary to establish or change
a communications and information system capability. Programs are broken into projects for
implementation at a specific location. Itis a group of related projects that are managed in a synchronized
way.

Program Action Directive (PAD)—A formal planning document used to facilitate and record the
accomplishment of a major action such as the reorganization or formation of a MAJCOM, organization,
unit, or function. The PAD is also used to provide program direction on new acquisitions and
modifications. It states the objective, defines a concept of operations, assigns specific tasks to OPRs and
OCRs, and establishes milestones.

Program Action Officer (PAO)—The POC assigned to assist the program manager with the
implementation of the requirement. PAOs may be located within the appropriate office of the Air Force
functional manager and the participating, supporting, operating, and implementing commands.

Program Cost—The total of all expenditures, in any appropriation or fund, directly related to the
automated information system definition, design, development, and deployment, and incurred from the
beginning of the “Concept Exploration” phase through deployment at each separate site. For incremental
and evolutionary program strategies, program cost includes all increments. Program cost does not include
operations and support costs incurred at an individual site after operational cutover of any increment at
that site, even though other sites may exist that have not yet completed deployment. (AFI 10-601)

Program Manager (PM)—A general term of reference to those organizations directed by individual
managers, exercising authority over the planning, direction, and control of tasks and associated functions
essential for support of designated weapons or equipment systems. The authority vested in this
organization may include such functions as research, development, procurement, production, materiel
distribution, and logistic support, when so assigned (JP 1-02). The individual in the implementing
command who has authority and responsibility for managing a program. There is only one PM for a given
program but a PM may manage more than one program.

Program Management Directive (PMD)—The official Air Force document used to direct acquisition

or modification responsibilities to appropriate Air Force MAJCOMSs for the development, acquisition, or
modification of a specific weapon system, subsystem, or piece of equipment. It is used throughout the
acquisition cycle to terminate, initiate, or direct research; development; production; or modifications for
which sufficient resources have been identified. States program unique requirements, goals, and
objectives, especially those to be met at each acquisition milestone or program review.

Project—A temporary endeavor, undertaken to create a unique product or service, usually planned,
executed, and controlled by people and constrained by limited resources. It is a group of activities
performed in a logical sequence to meet one or more basic objectives. These actions are done to create
change, implement strategic plans, fulfill contractual agreements, solve specific problems, or launch a
new product or service. A project has a date of commencement and a date of completion.

Project Management—The applications of knowledge, skills, tools, and techniques to project activities
in order to meet or exceed stakeholder needs and expectations from a project. The “art” of directing,
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controlling and coordinaing humanand meteral resoucesthroughout the life o a projed by using
moden management techniques.

Project Manager—A single pant of respasibility for a project. This uncton will vary in degree of
respnsibility from one organization to another. Persmnel in this position oversee the technical work
performed by other functional areas.edponsibilitiesrequire tehnical and organizational magement
skill s.

Project Officer—An individual, military or civilian, who is responsible for a planned undertaking or
assgnment to accomplish sanething spedfic. The pojed assgned is usially of limited life and not
normaly already edalished within organizational ard supervisory channds (AFDD 1-2, Air Force
Glossary).

Project Plan—Formal documenthat isusedto manage and cawl project execution.

Project Support Agreement (PSA)—A document prepared by the comnmeations and ifiormation
sydems pogram engnee that describes: what equipmert to install, stes ageed on; supporting
construction; services required; opeitional, technical, or other corstraints affecting acommunications
and nformaion systems requement; and the responsibiliti es of the het base avil engineer, base
communicationsind infamation systemsstaff, ard othersuppating activities, including tre user.

RequestFor Service (RFS)—A validated request or long-haul communications servces or facilities
prepared in a telecommunications sewice requed (TSR) format as presciibed in Defense Information
Systems Agency Circular (DISAC) 310-130-1, Submisson of Telecommnunications Service Regeds
(see AH 33-116).

Requiring Command—The MAJCOM, field opeaating agerty (FOA), or Air Force functionamanager
that neds a communications dmformation systepservice, a capability.

Risks—Typesof risk may ircludeschedué risk, risk of technical olsoles@nce, cat risk, riskimplicit in
a paticular contract type, techeal feasibility, dependencies between a new project dnet projects or
systems, the numbeauf simultaneous highsk projectsto be moitored,funding availabiliy, ard program
managemenisk. (OMB CircularNo. A-130)

Risk Management—1. Approprate techniqueshould be applied to manage and mitigate risk during the
acquisition of information techalogy. Techniques include, butare not limited to: prudent pract
mangement;useof modular caotracting; thorogh aquisition plannirg tied to ludget panning by he
program, fnanceand contracting dfces;continuous colletion and eauation of risk-based asesment
data;prototyping prior to implementation; post implementatioreviewsto determim actud project cost,
benefts ard returns;and focusing @ risks and returns usig quantifiable measure (FAR 39 2. Risk
management ighe process used by decistimakes toreduce oroffset risk. The rsk management
process piovides kadersand individuals a systematic mechanism to identify and choose the gotimum
course ofaction for any given situaion. Risk management must become a @lly i ntegrated eement of
planning and executing anperation (See AFPD B8-9, Operationd Risk ManagementAFI 90901,
Operationad Risk Maragement and AFPAM 91-2150perationd Risk Maragemen (ORM) Guidelines
and Tool3.

Roadmap—Documentghe curent baselineto the taget base corfigurationto support present aml future
requiremens, ard provides aime-phaed transition plan.

Self-Help Project—A communicationsand information sysems rejuirement sdisfied by the local
communications unt usng available base resorces(manpower, materiel, technical expertise, aul so
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forth), including contractual services. 38 EIG normally does not provide installation services to self-help
projects. Coordinate significant self-help projects that may impact the base infrastructure with the
STEM-B, before implementation.

Status of Resources and Training System (SORTS)A Joint Chiefs of Staff-controlled, automated
data system primarily created to provide the National Command Authorities and Joint Chiefs of Staff with
authoritative identification, location, and resource information. It is used throughout the chain of
command to measure the daily resource status of operating forces.

Strategic Information Resources Management (IRM) Planning Processes--Processes which
consist of the following components: how the management of information resources promotes the
fulfillment of an agency's mission; the use of information throughout its life cycle; operational
information technology planning, and links to other planning processes including strategic, human
resources, and financial resources. (OMB Circular No. A-130)

Support Force Sizing Exercise (FORSIZE)-Manpower assessment of Air Force total force wartime
requirements (in place and deployment) based on Defense Planning Guidance and the ability to meet that
demand. Shortfalls and overages are then considered by Air Force decision makers for resource action
during Program Objective Memorandum preparation. In-place requirements are determined during the
Base Level Assessment. In this analysis phase, base-level functional planners along with operational,
logistic and manpower planners identify the minimum essential manpower needed to support continuing
base-level missions.

Systems Telecommunications Engineering Manager (STEM)A communications and information
systems engineer who provides technical engineering planning services in support of communications
and information systems and base infrastructures. The base-level STEM (STEM-B) has technical
responsibility for engineering management and assists the base CSO in system engineering and
configuration control. The STEM-C provides technical assistance to the MAJCOM and coordinates with
STEM-Bs on future MAJCOM mission changes, programs and efforts at the MAJCOM level. The
STEM-D assists MAJCOM on deployment issues. The STEM-J is assigned to CINCs, Joint Staff and
DISA to promote interoperability by providing an interface between those activities and the Air Force
MAJCOMs and bases. The Systems Telecommunications Engineering Manager-Telecommunications
Manager (STEM-TM) assists the STEM-B, C, and D.

Time-Phased Force and Deployment Data (TPFDD)-The Joint Operation Planning and Execution
System (JOPES) database portion of an operation plan; it contains time-phased force data, nonunit-related
cargo and personnel data, and movement data for the operation plan, including: a. In-place units. b.
Units to be deployed to support the operation plan with a priority indicating the desired sequence for their
arrival at the port of debarkation. c. Routing of forces to be deployed. d. Movement data associated with
deploying forces. e. Estimates of nonunit-related cargo and personnel movements to be conducted
concurrently with the deployment of forces. f. Estimate of transportation requirements that must be
fulfilled by common-user lift resources as well as those requirements that can be fulfilled by assigned or
attached transportation resources. (See JP 1-02)

Time Phased-Force and Deployment List (TPFDL)-Appendix of the operation plan. It identifies

types or actual units required to support the operation plan and indicates origin and ports of debarkation
or ocean area. It may also be generated as a computer listing from the time-phased force and deployment
data. (See JP 1-02)

Unfunded Requirement—Resources needed to perform workloads or missions that have competed for
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funding in a POM exercise but have not been supported due to fiscal constraints, ceilings, etc.

Unit Type Code (UTC)—A five-character, alphanumeric designator that uniquely identifies each type
unit of the Armed Forces. (JP 1-02)

Video Teleconferencing (VTC)—A two-way, electronic form of communications that permits two or
more people in different locations to engage in face-to-face audio and visual communications for the
purpose of conducting meetings, seminars, and conferences. A VTC system typically includes a
telecommunications system, video compression equipment, and video, audio, and graphics component
DoD VTC equipment must conform to standards in the Corporation for Open Systems International VTC
profile that incorporates international standards for VTC.

Video Teletraining (VTT)—An electronic form of communications that uses high quality video, audio,
and graphics equipment for the purpose of conducting training and education programs for students tha
are geographically separated from the instructor. The Air Technology Network is the Air Force Standard
VTT network.

War and Mobilization Plan (WMP)— The Air Force supporting plan to the Joint Strategic Capabilities
Plan. The six volumes of the WMP extend through the Future Years Defense Program to provide
continuity in short-and mid-range war and mobilization planning. It provides current planning cycle
policies and planning factors for the conduct and support of wartime operations. It establishes
requirements for development of mobilization and work plan programs to support sustained contingency
operations of the programmed forces. The WMP encompasses all functions necessary to match facilities
manpower, and materiel with planned wartime activity (AFDD 1-2).

Work Plan—Captures the investment plan elements that the MAJCOM expects to fund organically and/
or by contract. The work plan is prioritized by the MAJCOM based upon operational needs and funding
availability. ldentifies key decisions, assigns responsibilities, and authorizes specific resources and
actions to develop and implement a communications and information system.



48 AFI33-104 10 May 2001
Attachment 2

ARCHITECTURES, TEMPLATES, COMMUNICATIONS AND INFORMATION SYSTEMS
BLUEPRINTS, AND THE STEM

A2.1. Architecture. Defines the current, existing, baseline operations, systems, or conditions while pro-
viding an action plan, and an investment strategy or blueprint for the future. MAJCOMSs refine and tailor
Air Force architectures to meet unique mission requirements. There are three major perspectives, i.e.,
views that logically combine to describe an architecture. These three architecture views are the opera-
tional, systems, and technical views.

A2.1.1. Operational Architecture. The operational architecture view is a description of the tasks and
activities, operational elements, and information flows required to accomplish or support a military
operation.

A2.1.2. Systems Architecture. The systems architecture view is a description, including graphics, of
systems and interconnections providing for, or supporting, warfighting functions.

A2.1.3. Technical Architecture. The technical architecture view is the minimal set of rules governing
the arrangement, interaction, and interdependence of system parts or elements, whose purpose is to
ensure that a conformant system satisfies a specified set of requirements.

A2.2. Communications and Information Systems BlueprintsThis is the base road map for the evolu-

tion of its communications and information systems infrastructure. The STEM-B prepares and maintains
the Communications and Information Systems Blueprint for the base's wing commander and CSO. Com-
munications and Information Systems Blueprints:

A2.2.1. Give the engineering overview required to implement the communications and information
systems infrastructure at a specific location.

A2.2.2. Depict requirements for current and planned communications and information systems infra-
structure, a schedule for implementing planned systems, and the estimated resources needed to
accomplish the transition.

A2.2.3. The STEM-B manages the Communications and Information Systems Blueprint program.
The STEM:

A2.2.3.1. Prepares, updates, authenticates, and releases the Communications and Information
Systems Blueprint according Attachment 3.

A2.2.3.2. Makes sure the Communications and Information Systems Blueprint reflects the most
current information available.

A2.2.3.3. Identifies digital data requirements and any discrepancies in CSIR information to the
communications and information EDSC.

A2.2.3.4. Coordinates with the base communications and information systems plans and imple-
mentation section to verify the accuracy of Communications and Information Systems Blueprint
information.

A2.3. System Telecommunications Engineering Manager (STEMSTEMs are engineers located
within 38 EIG Planning and Implementation Divisions (PID) or its subordinate units who help define and
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plan future requirements for all bases. STEMs serve MAJCOM, wing commanders, and CSOs as com
munications and information systems technical advisors to help manage and control the existing anc
future communications and information systems configuration.

A2.3.1. MAJCOM STEM (STEM-C). Provides technical assistance to MAJCOMs and STEM-Bs.
They also:

A2.3.1.1. Act as technical consultants and serve as a single point of contact to MAJCOMSs.

A2.3.1.2. Assist and support MAJCOMs in POM submissions by providing costs, technical infor-
mation, technical justifications, and solutions.

A2.3.1.3. Evaluate and review communications and information systems blueprints to ensure
consistent compliance with DoD, Air Force, and MAJCOM architecture.

A2.3.1.4. Coordinate with STEM-Bs on future MAJCOM mission changes, programs, and efforts
and ensure compliance.

A2.3.2. Base-Level STEM (STEM-B). The STEM-B:

A2.3.2.1. Serves the wing commander and CSO as a communications and information systems
technical consultant and assists the CSO in communications and information system configuration
control.

A2.3.2.2. Develops, updates, and maintains the base Communications and Information Systems
Blueprint, which includes the communications and information system baseline infrastructure.

A2.3.2.3. Serves the user, communications and information planner, and CSO by helping define
user mission needs (when required) and, when those needs dictate a materiel solution, defines ar
clarifies user requirements.

A2.3.2.4. Plans, designs, costs and reviews technical solutions to user requirements when the
CSO requests assistance.

A2.3.2.5. Plans and integrates base communications and information requirements and works tc
limit or eliminate duplication.

A2.3.2.6. Reviews communications and information systems for architectural compliance.

A2.3.2.7. Integrates communications and information systems and proposes implementation
schedules.

A2.3.2.8. Reviews military construction project (MCP) plans, the base comprehensive plan, and
communications and information systems specifications for the impact on systems.

A2.3.3. Deployability STEM (STEM-D):

A2.3.3.1. Serves as technical advisor for MAJCOMSs, bases, STEM-Cs, and STEM-Bs on deploy-
ment issues.

A2.3.3.2. Documents command-unique deployable systems, deployable system requirements,
and MAJCOM deployment issues in a command deployable blueprint.

A2.3.3.3. Provides identification of base deployable systems to the STEM-B for inclusion in the
base communications and information systems blueprint.
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A2.3.3.4. Documents relevant Command, Control, Communications, Computers, Intelligence,
Surveillance, and Reconnaissance (C4ISR) systems available to each Aerospace Expeditionary
Force (AEF) unit to ensure interoperability during in-garrison training with other AEF units and
the HQ ACC AEF Center.

A2.3.3.5. Prepares base communications and information systems blueprints for contingency
sites not supported by other MAJCOMSs.

A2.3.3.6. Performs end-to-end network performance analysis as requested by MAJCOMSs, the
HQ ACC AEF Center, and joint commands to optimize bandwidth usage and system performance
over theater and wide area links.

A2.3.4. Joint STEM (STEM-J) works with joint agencies (e.g., the unified commands, DISA, and the
Joint Staff). Their focus is on the Global Information Grid (GIG) and Joint Agency C4ISR systems
planning to include planning/assessing impact of programs on the infrastructure.

A2.3.5. Technical Manager STEM (STEM-TM), Information Manager STEM (STEM-IM), and
Engineering STEM) STEM-E) assist the STEM-B and C.
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Attachment 3

COMMUNICATIONS AND INFORMATION SYSTEMS BLUEPRINT DEVELOPMENT,
REQUIRED DOCUMENTS, AND CONTENT

A3.1. Introduction to Communications and Information Systems Blueprint Development. The

base Communications and Information Systems Blueprint is a host wing and MAJCOM approved plan-
ning document. It covers the existing base infrastructure baseline, on-going programs, and short- an
long-range planned systems. As such, the Communications and Information Systems Blueprint gives :
broad picture of what the base communications and information infrastructure should be. It identifies
communications and information requirements, acts as an implementation plan, and serves as an authori
to expend the necessary resources.

A3.1.1. As an implementation plan the Communications and Information Systems Blueprint breaks

into phases, attaches a broad-gauge cost to each phase, and is a basis for the Blueprint Phased Img
mentation Directive (BPID).

A3.1.2. The BPID serves as an authorization document to implement a specific portion of the Com-
munications and Information Systems Blueprint. The STEM may break BPIDs down into smaller

phases, called elements, to provide additional flexibility to incrementally implement the phases, as
operational mission needs and funding constraints dictate.

A3.2. The Communications and Information Systems Blueprint Proces. The STEM-B develops

and maintains the blueprint. The STEM-B works jointly with the customer (MAJCOMSs and bases) and

the STEM community to produce the most viable product possible. The process entails capturing and val
idating new communications and information requirements, comprehensive data gathering, MCP
reviews, analysis, and continual update. Data is obtained by base surveys and through various othe
sources (such as coordination with base-level, SSG, and ESC program offices, databases, etc.). Data
existing communications and information systems is updated on the CSIRs according to AFI 21-404.

A3.2.1. After the host wing substantiates and approves the Communications and Information Sys-
tems Blueprint, the MAJCOM approves it as the base's overall communications and information plan.
This may authorize implementation of requirements defined within the communications and Informa-
tion Systems Blueprint once funding is approved.

A3.2.2. When the base determines to fund a phase in a Communications and Information System:
Blueprint, the base CSO advises the STEM-B to produce a BPID in coordination with the requiring
activity and applicable base supporting activities (e.g., BCE, wing manpower, spectrum manage-
ment). If the system user or requiring activity wishes to use 38 EIG as the implementation source, the
STEM-B forwards the requirement to the PID chief for assignment of a program marNOTE: (

With BPID submission, the customer authorizes the implementation of a phase, or portion of a phase.
as long as the required funding will not exceed the cost stated on the BPID.) A phase may cover &
larger scope than a "single stand-alone" requirement and, it is the customer's option to select what ele
ments of a phase to implement. Large phases may have more than one BPID for ease of implement:
tion. The STEM-Cs coordinate with MAJCOMs to verify funds and placement on the MAJCOM
work plan.

A3.2.3. After PM appointment, the PM forms an implementation team and plans a survey. The PM
requests survey funds when the funding requirements are known. The survey verifies that the scop
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of work in the BPID is within cost and is detailed enough to write the PSA/support document.
(NOTE: A PM most likely will not be appointed when dealing directly from the base with a contrac-
tor. In these cases the base-level communications and information systems planner fulfills these
duties.)

A3.2.4. The PM provides the customer with program and funding schedules. The funding schedule
delineates which types of funds are necessary, who pays, and the fiscal year funds are required. The
PM coordinates problems with the base communications and information systems planner, the user,
and STEM-B to resolve the issues before proceeding with the PSA/support document and implemen-
tation of the project.

A3.3. DevelopmentThe STEM-B:
A3.3.1. Documents or updates the communications and information systems baseline.

A3.3.2. Surveys requirements and interfaces with the base CSO, the user, the base civil engineer, and
other relevant functional areas.

A3.3.3. Assists in defining and clarifying communications and information systems requirements.
A3.3.4. Plans, designs, costs, develops, and reviews the technical solution.

A3.3.5. Develops strategies to upgrade communications and information systems and the infrastruc-
ture.

A3.3.6. Proposes the implementation schedule.
A3.3.7. Completes and publishes the Communications and Information Systems Blueprint.

A3.4. Required DocumentsThe required documents are:
A3.4.1. A complete and accurate copy of the base cable assignment records.
A3.4.2. A copy of the base comprehensive plan or relevant portions of the plan.

A3.4.3. A copy of all civil engineering drawings showing supporting structures for communications
and information systems.

A3.4.4. A copy of each communications and information systems requirement that may impact the
communications and information systems infrastructure.

A3.4.5. A list of personal communications system (cellular and land mobile radio) net and system
diagrams.

A3.5. Content.The Communications and Information Systems Blueprint contains:
A3.5.1. Executive summary.
A3.5.2. Background.
A3.5.3. Communications and information systems environment.
A3.5.4. Target communications and information systems architecture.
A3.5.5. Transition strategy.
A3.5.6. Communications and information systems cost summary.
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A3.5.7. Blueprint implementation plan (BIP).
A3.5.8. Appendices, glossary and index.

53
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Attachment 4
FUNDING AND WORK PLAN

A4.1. Requirement Funding.To get funding for communications and information projects, you must
translate manpower and technical requirements into concrete financial needs. The Air Force Planning,
Programming, and Budgeting System (PPBS) and AFPD 65-6 and its associated instructions explain this
process.

A4.1.1. The first place the user looks for funding is local base resources. The installation budget
office can be helpful in identifying sources and types of funding. If funding is not available at base
level, the user may request resources from or submit an unfunded requirement to the next higher ech-
elon. Throughout the planning processes, MAJCOMs and the engineering, implementing, procuring,
and supporting activities must continue to identify and refine resource requirements needed to achieve
program objectives. The USAF Program Objective Memorandum (POM) identifies the resources
needed to fund the program. In addition, Air Force PMs and MAJCOMs must make sure communi-
cations and information requirements that approve and fund program and project requirements are
properly time-phased and included in the appropriate fiscal year budget. MAJCOMs include commu-
nications and information systems O&M, El, and investment costs in their budget submissions. The
communications and information systems planner helps the users make sure their MAJCOM's POM
submission includes their requirements.

A4.1.2. Ensure the appropriate spectrum supportability is accomplished prior to purchasing any
Radio Frequency (RF) equipment or entering into any contractual obligations involving the use of RF
dependent devices (refer to AFI 33-).-8

A4.2. Budgeting for Operations and Maintenance SupporiMAJCOMSs budget for communications

and information systems O&M support costs through their annual budget submissions. These costs
include installation support equipment, such as, cranes and fork lifts; installation support construction up

to $15K; and post-installation equipment maintenance, and services and supplies. See AFI 65-601V1 and
appropriate MAJCOM supplements for specific procedures and responsibilities for preparing budget sub-

missions.

A4.3. Budgeting for Investment Items (Appropriation 3080) Many budget program activity codes
(BPAC) are in this category of funding and each has its own rule in the budget process. "Other Procure-
ment" (Appropriation 3080), BPAC 83XXXX is commonly used for acquiring communications and
information systems and equipment. The BPAC for other common equipment at base level is BPAC
84XXXX. Budget for BPAC 83XXXX and 84XXXX through the POM at MAJCOM and HQ USAF lev-

els. Consult the budget officer for more detailed information. Follow the rules outlined in AFI
65-601V1. The user and communications and information systems planner must stay aware of the fund-
ing status of requirements at all times.

A4.4. Work Plan ProcessKeep 38 EIG informed about the funding status of user requirements. Imple-
menting a communications and information requirement using El resources is a formal planning process
that matches the capabilities of the servicing El activity to base communications and information needs.
The 38 EIG holds periodic work plan process workshops called TFGs with MAJCOMs and involved
agencies to discuss El issues, agree on funding, and prepare implementation schedules for executable
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projects. The resulting work pla proectsfuture requirementand setsMAJCOM priotities for the next
fiscal yearand for future years. (NOTE: MAJCOM submisions includea prioritized listing of all com-
mand requirements, if reqaments are El implementatio candidats. Organic reources are subject to
unplanned contingeres ard may deploy atanytime) The priorities mg differ from thase of the Air
Force-level program dfice.

A4.4.1. Base-Levelnputfor Work Plannin¢. Each MAJCOM tasks its subordinate wiis a direct
reporting units' (DRU) CSO toeview the need floeach prgect that EI accomplisds and to pronde a
consolidited list (ba&e-level work plan) & projects in priaty order. Lists must include operational
impact statements to justify MAJCOM funding. Inaddition, the CSO rewws thestatus ofrelated
activitiesthat affect projed implementation (e.g., sipport congruction or MCP completion dates,
equipmemavailability, hos nation appoval, or connectivty issues). MAJCOMs consolidaténdivid-
ual wing submssionsinto a MAJCOM waork plan that is comprehesve and asigns piority to
projects. MAJCOMs formally approve any departure that El proposes to nrake the command's
priority listing.

A4.4.2 TFG Work Planning. Capturehe investmentplan elements that the MACOM exjects to
be funded. The work ptas prioritized by tle MAJCOM based upon oprationd needsand funding
availability. The TFGonference consistd the 19 Ar National Gard (ANG) units and the 738 Bl
It serves as a fum  discuss andesolve oganic implementation ises and ¢ facilitate teaming on
MAJCOM projects to met TFG training requements. The MAJCOMs will select ashsubmit
projects they wish o include nthe TFG mplementation piocess. The TFG will reviewthe poposed
projects for passble organic implementation and select projeds based upon the projeded training
needf the TFG. If selectedthe ANG units othe 738 EIS will engineer the poject and implement
organically. The TFG wil returnnorselected projects to #MAJCOM for contracimplemendtion.
TheTFG meetdormaly twice a yeato review MAJCOM workplans aml via teleconferencemonthly
to corsider MAJCOM out-d-cycle requremens.

A4.4.3 Work Plannirg for Othe Than-Ar Force Activities. The El workplansuffices, as an aged

pasition between participating AiForce ativities, but it may nofor othe than Air Farce activities.

Determine if you mustliraft a dfinitive agreemensuch as aMOA or a MOU for trarsactions sup-
porting nontAir Forcerequirements.
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Attachment 5
PROJECT PLANNING PROCESS

A5.1. General.Be sure to consider the factors listed here during the planning process to ensure the suc-
cessful integration of a communications and information system into the base infrastructure.

A5.2. Access Road<Temporary or permanent roads for site construction and installation or normal
O&M of a communications and information system may be required. Allow plenty of time and money
for their construction.

A5.3. Tools and Test EquipmentMake sure necessary equipment, including maintenance equipment,
is available when required. Clearly define procedures and responsibilities in the early stages of the
project to make sure equipment comes in on time and under budget.

A5.4. Financial Constraint. Plan for existing and anticipated financial constraints. Do not waste time
preparing a project plan and completing all the documentation if the project costs will exceed approval
limits and MAJCOM or Air Force funds are not available. Consider alternative solutions.

A5.5. Circuit Requirements.Provide communication circuits as part of the system installation. Deter-
mine circuit requirements and submit a request for service (RFS) early in the project to meet the required
date according to AFI 33-116.

A5.6. Contract Monitoring. Monitor contracts to help the procurement contracting officer (PCO) or the
administrative contracting office (ACO), if delegated by the PCO. Review and approve contractor prod-
ucts and schedules, participate in acceptance tests, and provide technically qualified on-site monitors dur-
ing contractor installation, operation, and maintenance, as needed.

A5.7. Contractual Requirements.In addition to the major equipment or installation contract, a contract

to provide support facilities such as antenna pads, trenching and backfill, access roads, shelters, and secu-
rity fencing may be needed. Adjust completion dates of these contracts to fit into the overall project
implementation schedule.

A5.8. Contract Support. Contract support for manned or unmanned facilities may be required. Learn to
recognize requirements early and coordinate with programming and procurement agencies.

A5.9. Construction. Plan for any minor construction that may be necessary to provide an adequate phys-
ical environment for communications and information systems equipment. This may include modifying
existing structures, designing and building new structures, providing primary and backup power, building
or modifying towers, pads, foundations and underground ducts, and providing environmental control
equipment.

A5.10. Cutover Plan.If necessary, develop a plan for discontinuing service from one facility or equip-
ment and simultaneously initiating service with another. The cutover plan defines methods, equipment,
circuits, and other actions that must occur to transfer services. It can be quite complicated to interface
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commercially leased and government-owned equipment. You will usually need temporary agreements
between the Air Force and the contractor to accomplish this task.

A5.11. EasementsWork with the BCE and legal office to develop miscellaneous formal agreements
(e.g., to get access to farmland to maintain buried cable or to restrict construction or activity in the vicinity
of radiating or receiving devices).

A5.12. Environmental Control. Consider the need to control temperature, humidity, and air quality
within a given area. Environmental control costs can be a considerable part of the installation effort.

A5.13. Equipment Removal or RelocationCertain projects use equipment available from another
location. Consider manpower, time, and costs associated with removing, packing, shipping, and servicing
this equipment.

A5.14. Entry Rights. A formal agreement with property owners or custodians to gain access to property
for specified purposes (e.g., site survey and testing) may be needed.

A5.15. Equipment StorageAllow enough space to assemble and securely store equipment, project
materiel, spares, and test equipment. Figure out how much time and space is needed and arrange fir
commitments with the host base or off-site contracted storage facilities. Tell procurement and the install-
ing activity the storage facility location.

A5.16. Flight Checks.Use flight checks to determine the capability and acceptability of a flight-sup-
porting communications and information system after installation, upgrade, or retrofit. Identify flight
check requirements in the project, phase them into the implementation schedule, and task the appropria
flight check agency to support the check.

A5.17. Frequency Authorization.Determine the proposed frequencies based on intended operational
use, equipment limitations, geographical and environmental location, and host country authorizations.
Submit a frequency authorization request and make sure you get approval by established milestones (st
AFI| 33-118).

A5.18. Host Nation Approval and Connection Approval Communications and information systems,
frequencies, and circuits for use outside the continental United States may require approval from the hos
government. Since getting host nation approval and connection approval is a long process, initiate it a
soon as possible in the planning processes. The responsibility for getting the approval rests with the the
ater commander but may be delegated to the component command agency most closely associated wi
the requirement. The base communications and information systems planner must coordinate with the
requiring activity and the theater or component command communications and information systems staf
agency to prepare, submit, and monitor the status of Host Nation Approval and Connection Approval for
communications and information systems.

A5.19. Human Engineering.Operate and maintain equipment, facilities, and systems efficiently and
effectively within limitations of available personnel. Include human factor limitations in the statement of
operational requirements. Consider factors like personnel comfort, safety, equipment size and weight
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floor plan layouts, lighting, control location, legibility of markings, fault alarms, site accessibility, and
skill level of O&M personnel.

A5.20. Interface RequirementsConnecting two systems or facilities together may require an interface.
Where two systems connect, a third device may be needed as a translator.

A5.21. Joint Occupancy.Two or more organizations may use the same area or structure. When consid-
ering joint occupancy, formulate an agreement that defines responsibilities and tasks. DoDI 4000.19,
Interservice and Intragovernmental Supj, and AFI 25-201 govern interagency agreements. Consider
the impact of these agreements on schedules, funding, materiel, manpower, personnel, and training.

A5.22. Life-Cycle Cost BenefitsDetermine whether benefits of the expected life of a system or facility
are worth the cost, or if leased, whether length of the contract is worth the overall cost.

A5.23. Maintenance ConceptConsider policy and procedures necessary for maintaining a C4 system.
Concept should include location, number of like equipment, proximity to other sites, backup facilities,
manpower training, and on-site versus in-shop repair.

A5.24. Manpower.Coordinate with the wing manpower office and other staff agencies to determine
personnel needed to support the stated operation. Establish realistic milestones to provide manning for
the requirement if applicable. Consider the time required to establish new manpower authorizations.
Also include time required to train personnel.

A5.25. Operating ProceduresDetermine if existing operating procedures work for the proposed facil-
ity. Where new or modified procedures are needed, establish milestones for preparing, compiling, repro-
ducing, and distributing these procedures or changes to operating units or locations.

A5.26. Physical Security These requirements vary with the type of communications and information
systems facility and are affected if the system processes classified information or uses COMSEC equip-
ment. Remote, unattended sites and those that contain a potential hazard to personnel may require instal-
lation of security devices or special construction to prevent entry by unauthorized people.

Ab5.27. Site SurveysYou may need to arrange on-site visits by an engineer or engineering team to select
suitable equipment locations, establish requirements for major and minor construction, power, and envi-
ronmental control, and identify base support required during installation. Formalize the results of these
visits in a PSA/support document (sAttachment 6).

Ab5.28. Software.Automated Data Processing (ADP) programs are sometimes developed for test, opera-
tion, or maintenance of communications and information systems. Consider software development and
debugging time when establishing schedules. All software must follow the C4ISP proctAttach-2

ment €).

A5.29. Statement of Work (SOW) The SOW specifies the type of work, the quantity of work required,
and the services a contractor must provide. The SOW may also require the contractor to provide end
items of equipment. Equipment performance exhibits, which are part of the SOW, define technical
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requirements of equipment. The base procurement office can provide examples of SOWSs. Instruction:
for writing a SOW are found in AFI 63-124.

A5.30. Structural Analysis. A structural analysis evaluates the engineering of an existing or planned
structure to determine whether it can accommodate equipment adequately and safely. While normally
applicable to towers, you should also obtain a structural analysis when installing heavy equipment in
existing buildings. Engineering time factors are critical; particularly where there are existing structures
and you do not have their basic design data.

A5.31. EMSEC.If you fail to consider compromising emanations, a breach in security may occur. Fol-
low the established criteria for physical, mechanical, acoustical, and electromagnetic security of areas
processing classified information.

A5.32. Test PlanThis document, developed before installation is complete, tells how to test a commu-
nications and information system to confirm that it functions as required. ldentify any special test equip-
ment in the test plan and include it in the programming document. Also consider the composition, skills,
source, and cost of deployment of the test team and how long to conduct tests.

A5.33. Environmental ConcernsDetermine the impact of such environmental concerns as asbestos
removal, wildlife preservation (including endangered species), and historical buildings have on project
implementation. Also consider geographical location and operating environment when determining such
factors as air conditioning, special treatment of equipment for protection against humidity, fungus, and
salt spray. Extremes in climate during certain months may affect installation and program schedules.
Examples of this are: erecting towers in high winds and low temperatures; burying cables in frozen
ground; moving heavy equipment on unimproved roads in the rainy season; and storing some materie
outside. See AFI 32-1021 for more information.
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Attachment 6
C4ISP AND PSA SUPPORT DOCUMENT INFORMATION

AG6.1. C4ISP Information.

A6.1.1. Early identification and continuing refinement of C4l support requirements will significantly
increase the probability of efficient and effective fielding of systems. The C4ISP provides visibility
into program/system development in order to define C4l support requirements, dependencies, and
shortfalls. Compliance with policies in the DoD Acquisition Deskbook on architecture products for
the C4ISP and the development of those architecture products in accordance with DoD's Architecture
Framework is mandatory for all Air Force programs.

A6.1.2. Some information contained within a C4ISP may be classified because of sensitive informa-
tion associated with the system (e.g., vulnerabilities associated with systems, weapon system response
times to detected threats, employment rates, deployment sites). C4ISPs developed for classified sys-
tems and classified portions are handled according to current security policies. However, all C4I1SPs,
whether classified or not, will adhere to the same development, evaluation, and coordination require-
ments.

A6.1.3. Networthiness:

A6.1.3.1. Networthiness describes the relative risk associated with fielding a networked system
or application. A fully networthy system or application can be practically implemented and sus-
tained in an operational environment.

A6.1.3.2. Some factors that enter into networthiness determination include network security, net-
work impact, compatibility with the network, supportability (manpower, training, and logistics),
compliance with architecture standards, and adherence to Air Force spectrum use policy.

A6.1.3.3. Networthiness is determined by reviewing the C4ISP and completing a “network risk
assessment.” Network risk assessment is a subset of networthiness determination. The network
risk assessment and associated testing is accomplished to measure parameters that quantify the
system/application in terms of network security, network impact, and compatibility with the com-
munications and information infrastructure.

A6.1.3.4. The network risk assessment will typically include laboratory testing. Testing will nor-
mally be accomplished at a government testing facility like the Air Force Network Test Center at
AFCA. Testing models that simulate the intended base networks may be used for network risk
assessment testing.

A6.1.3.5. The schedule and details for network risk assessment are developed and coordinated by
AFCA and the PM as one of the first steps of the C4ISP process. The particulars of network risk
assessment and associated schedule are dependent on the system design complexity, intended
environment, and potential impact.

A6.1.3.6. The signed CoN is the culmination of networthiness determination. It signifies that the
appropriate supporting documentation (descriptions, analysis results, test results) is contained
within the C4ISP, the pertinent requirements outlined in the C4ISP have been met and/or there is
an acceptable plan to resolve the shortfalls, and the system has been deemed to be networthy.
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A6.1.3.7. For Acquisition Categay (ACAT) I, 1A, II, 11l and other Air Foce-wide sytems, Air
Force Chief Inbrmaton Officer (AF-CIO) signsthe CoN. (SeeAF| 10-601 for details on
ACATS)

A6.1.38. For MAJCOM-unique s/stens, the MAJCOM-CIO is the metworthiness agproval
authaity.

A6.1.4. Applicability.
A6.1.4.1 New sysems:

A6.1.4.11. Develop C41SPs and obtaiAir Force CiNsfor al new and developing ACAT,
IA, I, and Il programs. Theseprocessesare performed for sstems that exchange informa-
tion in any form electronically with other programs/systems, or that give the warfighter or
DoD decsion maker an operational capability that deadtimely, effective C4l irfirastruc-
ture support.

A6.1.4.1.2 Dewelop C41SPs fa all new Ar Force, MAJCOM-unique, or base-level systms/
products thatare managedising AFI 33-103 pocesses. Obtin Air Forae CoNsfor Air
Force-wide ard Air Force advocated siems/products.

A6.1.4.13. MAJCOMs will determne developmenttoordiration proceses assaiated with
MAJCOM-unique ad base levé projects.

A6.1.4.2 Existing/legay systems:

A6.1.4.2.1 Every three years, communications and nformation systems are equired to be
re-evaluated and eerity certification and accreditation(C&A) packages pdated. If no
C4ISP exsts, one must be developed, networtssassesed and a CoNssued. If a C4ISP
andCoN have previouglbeenaccomplished, themust be updated.

A6.1.4.2.2 Major upgades/chanes trigger C41SP avelopment/update ard a CoN.

A6.1.4.2.3 For minor upgrades/changed¢o canmunications andinformation systems, an
impact statement will be proded toAFCA. This statement wilbe"annexed'with theorigi-
nal C4ISKPCoN of the parent product or filed untilGISP iscompleted. For systens/prod-
ucts asociated with a government PM or sustainment manager, the management office
submits this statement. Air Forcelnformation Warfae Cente (AFIWC)/Air Force Computer
ResponseTeam (AFCERT) sulmits the inpact staement for all others. NOTE: For more
guidance a the development of thé4ISP al CoN g to http://www.afca.scottaf.mil/c4isp
andhttp://www.afca.scott.af.mil/con.

A6.2. PSA/Support Document Information:
PSA Sample Format

MEMORANDUM FOR (AddressPSAsto theBaseCSO or HosBaseCommandej
FROM: (The sevicing El activity.)
SUBJECT: Project itle, location, project designat. (SUSPENSE: DD/MM/YY)



http://www.afca.scott.af.mil/c4isp
http://www.afca.scott.af.mil/con
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1. Program Information:
a. Project DesignatorUse complete four element designator.)

b. Provide the purpose of the programmed facility or equipment. Insert summary of applicable part of
programming document. State that it is an upward generated or downward directed requirement. For all
downward directed requirements, add: PMD/work plan , dated , authorizes this project,
Program Title: , USAF Precedence Rating: , FAD: . Allocation of base
design, contracting and construction resources for this project consistent with the above FAD as imple-
mented in AFI 16-301US Air Force Priority System for Resources Manage.nent

c. Authority for the site survey is tasking letter or message, C4 requirements document or BPID, then
insert appropriate date.

d. USAF Precedence Rating: (Use only if upward generated requirement).
e. Host Nation Approval and Connection Approval: (if applicable).

2. Siting and Project Installation DaAttachment 1 of the PSA contains the siting and project installa-
tion data.

3. Civil Engineering Support RequiremenAttachment 2 of PSA identifies the host civil engineering
activity support requirements.

4. Communications and Information Systems Support RequirermrAttachment 3 of the PSA identi-
fies the host base support requirements.

5. Base Support Requirements:

a. The host base provides supply, local purchase, and construction services. The CSO should take no
action to procure materiel items coded "C" unless specifically instructed to do so by the assigned El activ-
ity.

b. Identify and manage material containing asbestos, polychlorinated biphenyl's (PCB), lead acid bat-
teries, lead based paints, creosote treated telephone poles, hazardous material storage sites, and hazardot
wastes storage sites as defined in OSHA Regulation (Standard - 29 Code of Federal Regulations [CFR]),
Part 19100ccupational Safety and Health Stand:, OSHA Regulation (Standard - 29 CFR), Part 1926,

Safety and Health Regulation for ConstructiAir Force Joint Manual (AFJMAN) 23-20Storage and
Handling of Hazardous Materie, and AFPAM 32-704ZHazardous Waste Management Guide

c. The host base, project site owner, CSO or responsible agency makes sure the proposed work site
undergoes an environmental assessment with special attention to asbestos containing material, PCBs in
transformers, capacitors, buried or stored hazardous wastes, lead acid battery banks and systems in close
proximity to or use hazardous material to include fuels. Complete the environmental assessment with
data available before any type of demolition, removal, and construction antenna, tower, or equipment
upgrades proceed. Provide project engineers data on any and all hazardous material or hazardous wastes
through the PSA.

d. The CSO makes sure the host base verifies duct availability, condition, and usability.

e. The CSO gets appropriate permits for entering confined spaces and controlled areas for the El team.
Obtains logistics support, consisting of technical data, spares, training, equipment, maintenance, and tech-
nical assistance through local base resources, the host command, or the equipment manufacturer. The El
activity assists the CSO with the logistics support with specifications for the applicable commer-
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cial-off-the-shelf (COTS) equipment and vendcNOTE: Accomplish these actions by the installation

start date (ISD). The EI activity provides: Vendor: (Name, address, phone, and point of contact; Equip-
ment Items: (Part number, model number, versions, and quantity); and Technical Support Information:
(Part repair and replacement, technical support numbers, POC and cost).

6. Implementation Schedule Dates.

a. The CSO coordinates the anticipated allied support completion (ASC) date for support covered in
Attachment 2 andAttachment 3 with the El implementation manager. The CSO should not delay their
concurrence with the support identified in the PSA based on the ASC date. PSA concurrence is based ol
the capability of the host base to support requirements identifAttachment 2 andAttachment 3, not
when the support requirements can be done. If the projected ASC date is changed, the CSO notifies the
El implementation manager and user. Implementation milestones are adjusted to reflect the new ASC
date.

7. Funding: The host base or command funds for program implementation.
8. PSA Processing:

a. The CSO makes sure the El implementation manager receives the PSA concurrence. Process the
PSA and provide concurrence as defined in paragraph 8b within 30 calendar days. If you cannot meet the
schedule, the CSO provides the EI activity and all distribution addresses the following information:

(1) PSA identification.
(2) Reasons for delay.

(3) Estimated date you send the PSA endorsement. No engineering action is finalized until the sup:
porting El activity has the endorsed PSNOTE: In all cases, a draft PSA is left on site to expedite the
PSA concurrence process. A formal PSA is sent and requires concurrence according to paragraph 8a.
Additionally, on occasion, the El engineering activity may accomplish on-site PSA concurrences for
upward generated requirements with limited host base support. The need for on site concurrence is a join
engineer and CSO decision. On-site concurrence reduces implementation cycle time by 1 to 3 months.

b. PSA concurrence contains the following:
(1) Concurrence with the equipment or facility siting.
(2) Concurrence with all supporting requirements, service, and ASC date.

(3) Support project request number or BCE work order number and date submitted with a brief
description and title of project.

(4) Installation personnel security clearance requirements.

(5) A statement whether there are any contractual obligations that may involve penalties, associatec
with the anticipated implementation schedule dates for this project.

(6) EMSEC requirements, if applicable, according to AFI 33Emission Securi, and other cur-
rent Air Force guidance.

(7) This paragraph contains special requirements deemed necessary by the host base. For examp
continental United States (CONUS) based EI personnel are not all chemical warfare defense (CWD)
trained and do not routinely carry CWD equipment on installation projects due to additional baggage and
costs. If, based on the threat, the team members require CWD equipment and training, the CSO notifies
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the El implementation activity at the earliest date. If the threat changes during the preparation phase for
this project, notify the El implementation manager to make adjustments.

(8) Accomplish an asbestos survey certification according to AFI 32-Facility Asbestos Man-
agemer.t

(Project Engineer Signature Element)
(Office Section or Branch name)

Attachments:

1. Siting and Project Installation Data

2. Civil Engineering Support Requirements
3. C4 Systems Support Requirements

4. Drawing List with Drawings

cc:

Host Base Communications and Information Systems Project Management Activity

Host Base Civil Engineer

MAJCOM Civil Engineer

Active duty project engineering function (For ANG engineered projects only)

MAJCOM/SC Focal Point

MAJCOM EMSEC office (if EMSEC considerations are involved)

Other addresses as appropriate

NOTE: Similar support documents may be used by other than government implementing activities.
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Attachment 7
PROJECT MANAGEM ENT TASKS

A7.1. Sef-Help Projects. A basecan help itself by initiating and managing agect throudh to comple-
tion without directly involving the MAJCOM. Self-help nstlations may save time and mong/; how-
ever, u® extreme caution in developing sdf-help prgeds to ensurethat they are archtecuraly
compatible and costHective. Before starting a prgect, ersure businessprocess reengineering, an analy-
sis of altenatives, and a cost-benefit analysis with projected returron investment is, to the extert possi-
ble, accomplished. Ako, ensue thet IT systems thatre neither Air Foce nor MAJCOM-wide but ae
missioncritical or mission essential are registered in the appropriate IT systems registration database,
before expending funds. Also nmeke sure totake into account how self-help projects will affect man-
power, money, and materiasources for the O&M of the communicaticarsl information sgtem. The
base nust coordirate with the STEM-B to awid dupication of effortor systems inégration probems.
Follow local orMAJCOM procedures in documentitige project. ldentify the project manager, project
participants, source of funds, drauthority for the projet. Documentand identify all tasks neded for
project development ahassign speific responsibilitiesfor carying ou each task.

A7.2. Requestfor Service (RFS).Submit an RFS to get communications onnecivity to sypport the
project. Usean RFSto gé leased oigovernmenowned circuits a patrs. Submt an RFS to the MAJ-
COM, allowing suficient lead time before theequired service date, if the mject requires conectivity.
See DIAC 310-130-1, Submission of Telecommunications Sewvice Request, for more inbrmaion on

lead times, which range fom 23 to 475 days.

A7.3. Logistics Sypport. The base communications and information systems plamer must address
logistics sypport reedsbeforeacceping rew or upgraded communications and information systems or
equipment. Maksure yas know whatsupply suppat, special equipment and toolschnical dataappro-
priate trainng, and trainingsupport the project requires.

A7.4. Maintaining Project Folders. Project folders mntain all the documents tat constitute a fornal
communications and information systems project. Review these projed folders periodically and keep
themactive until elimireting all installation exceptions. Tander the project file to the CSIR file after
installation ertification. Purge information that is not of historicablue and raintain according to AFI
37-138,Reords Disposition-Procedures and Resporsibilities(will convert to ARMAN 33-322V3) and
AFMAN 37-139(will convertto AFMAN 33-322V4).

A7.5. Communications and Information Sydems Installation Recads (CSR). The CSIR manager
maintairs CSRs atbase level an establishes ad maintainsa maser CSIRfile for communncations and
information sgtems orfacilities. The manager makes sure the CSIRs are reviammahlly, annotates
drawingsfor carection,and sends themdthe Communicationand IrformationEDSC,38 BG/TS, 4064
Hilltop Road,Suite 149, Tinke AFB OK 73145-2713.The CSR manager ab notifies theservicing El
activity of mgor self-hép ins@l ations that affect CSIR drawings or the gatus of future ergineering
efforts. On completion of theroject, themanagersubmits revsed as-built or asinstalled drawings to the
communications ahinformationEDSC. See Al 21-404for more nformation.
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A7.6. Project Support Agreement (PSA)The PSA formally documents communications and informa-

tion systems requirements and approval for base support. Notify the project manager of any changes that
affect the local support. Coordinate PSAs with the communications and information user and all tasked
agencies. Make sure all PSAs document the equipment to be installed, sites or locations agreed on, sup-
porting construction, services required; and operational, technical, or other constraints affecting the com-
munications and information installation. Resolve any disagreements and consolidate any concerns in the
PSA endorsement. The PSA for some upward generated requirements with limited host support may be
concurred on site, though this is a joint El engineering activity and CSO decision. Provide an interim
reply to the engineering activity if you need extra time to complete the endorsement. The appropriate
authority endorses the PSA and returns it to the originating activity. Document follow-ups with affected
agencies in appropriate sections of the project folders. These follow-ups are essential since PSAs may be
published, coordinated, and signed several years before the required support dates. Consider using locally
developed PSAs when implementing requirements without El assistance.

A7.7. Project PackageThis package documents and translates a funded and approved communications

and information systems requirement into the engineering, supply, and installation data necessary to
establish or change a communications and information systems capability. Review project packages with
all affected agencies to identify potential problems. Resolve all questions and comments with the

STEM-B and project engineer before the installation team arrives.

A7.8. Support Construction. Support construction verification is one of the most important milestones

in a project. Conduct an itemized verification of every support construction item listed in the PSA/sup-
port document. Base communications and information systems planners must personally verify the con-
struction status with the civil engineering project monitor and should physically visit the job site with the
communications project monitor to ensure completion of construction.

A7.9. Receiving and Storing Project Materiel Early project/program planning is extremely important

to ensure that project materiel is received when needed and proper storage is provided. The project/pro-
gram manager needs to ensure that on base or contracted off-base storage space is available before ship
ment of project materiel. Support agreements between the communications and information systems unit
and other base functional areas (base supply, civil engineering, etc.) are suggested for storage of project
materiel on a temporary or permanent basis. “Just-in-time” delivery of materiel is another option.

A7.10. Systems InstallationsLine up all necessary site support through appropriate base agencies
before the installation team arrives. Provide installation status reports to base staff functions as required.
Send all problems encountered during installation to base communications and information systems plan-
ners for resolution.

A7.11. Work Stoppagellf the installation team must stop work and depart, the installation team chief
inventories, recrates, and secures all uninstalled project materiel. The team chief, the base CSO, and the
user sign appropriate documents to show custodianship, project status, equipment and project materiel
responsibility, and the projected date when installation will restart.

A7.12. Civil Engineer Work Request ManagemeniThe communications and information systems
planner processes requests for BCE support, attends facility utilization board working groups and work
request review meetings, and maintains the status of all communications and information project work
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requests. Thewlso help or adyde communicationand infamation unit persorel on prope methods of
getting BCE support. Corsider civil enginering work classificationand how to fund civil agineering
work when managigcivil engineerig work requests.

A7.13 Civil EngineeringWork Classification. Get alliedsuppat for a project through civil engiee
ing. Thebase-level communications and imfoationsystems planer muststay aware 6 the ategories
thecivil engineering comunity usedo classify its work. Coordinatgundingfor civil enginesring allied
support with the civil engineer. SeeAFI 321001, AFI 32-1021, and AFI 32-1032, Planning and Pro-
gramming Appropriated Funded Maintenance, Rpair, and Corstruction Projecs.

A7.13.1 Maintenance (Appr@riation 34@, Element of Expense ldentification Gde (EEIC)521).
Maintenance reérs to the day-to-day work regired to preserve ra propety facili ties and prevent
premature failure or wearing out d systemscomporents. It includes work to prevent drarest com-
porent detrioration,and ako includes work required to reiore comporents tha have degriorated,
but which have no completely failed oexceedd their economic life Real propety includesfixtures,
equipment, athotheritems that ae partof the structure @ building.

A7.13.2 Repar (Appropiation 3400, EEIC 522). Repairis tha work requred fa any facility (i.e.,
building, utiity system, o other real poperty infrastructure, a facility component) toestore its safe,
effective, and economcal suppat of assigned missionand organizations.See AF 32-1032 fa fur-
ther information.

A7.13.3 Constuction (Appropiation 3400 0r3300). Constructionis a single undertakinipr con-
struction & one or mee real property facilities and includes new cetruction, upgrademajor alter-
ation, land acquisition, and recessaryequipment for a gecific purposeto produce acomplete and
usablefacility. Classify constuction work as minor or major as follaav

A7.13.3.1 Minor constructionEEIC 529). 10 United States Code 28Military Constriction,
authaizes minor construction pyects, and miliary constiuction projects fo a single undertaking
that have an appoved mst equal or less than $1.5M. O&M appragpriations aithorize funds for
minor constructiomrojectscosting $300,000r less. See AFI 32-1032for thetypes o minar con-
struction projectsEach MAJCOM budggts for these fundson a yearly bsis.

A7.13.3.2 Unspecified minor canstruction work (Appropriation 3300/P-341 Unspecified

minor corstruction is work with a funded cost betere$300,000 and $1.5M. The rergment is

unforeseen ad of such an urgennaturethat t camot wat for the rext MCP. HQ USAFRCEC

fundsunspecified minor corstruction wak (line item P341)to the using MAICOM. Thesefunds
are verylimited and alloeted by poject fran HQ USAF/ILE based ontheir latest P-341 project
priority listing. See AFI 32-1021 for more infonation.

A7.13.3.3 Major corstruction work (Appopriation 3300P-321 or R331 if overses). TheMCP
provides najor facility construction orAir Force installations It includes construction projects
for al types @ buildings, airfeld pavements, and utilty systems ceting $300,00 or more. It can
alsoinclude repair projects costing $300,000 or more, but normally repair projects are accom-
plishedfrom O&M or Deferse Businas OperatiorFund. Military corstruction includes any con-
struction, @velopmentconveasion, orextension of ay kind caried out with respet to a military
installation. It includesall construction wik ne@ssary to producea complete and usabiacility
or acompete and usable improvement to an existing facildybase submits projects bydivid-
ud projectline item, through its MAJCOM,to HQ USAF and the Office d the Secetary of
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Defense, for congressional authorization and appropriation in the MILCON program. Addition-

ally, a 6-year MILCON program is developed for the POM. See AFI 32-1021 for more informa-
tion.

A7.13.4. Work Done for Others. The BCE may perform other types of work not directly related to
real property maintenance, repair, or construction and does not fit the work categories described
above. Common examples include burying communications cables, work on nonreal property equip-
ment (i.e., equipment listed on the Equipment Authorization Inventory Data account, or installing
raised flooring or air conditioning for computer equipment [see AFI 65-601V1]). Use EEIC 592 for
this work. This type of work is not subject to the limitations placed on repair or minor construction.
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Attachment 8
PROJECT MANAGEMENT FUNDAMENTALS

A8.1. Project Roles and Responsibilities.

A8.1.1. The life cycle of every project consists of three distinct phases: conception; execution; and
completion.

A8.1.2. There are four basic functions of project management: planning; organizing; leading; and
controlling.

A8.1.3. All project managers require communicative, administrative, and negotiating skills.

A8.1.4. Each project requires a team of individuals who play a part-time or full-time role. The team
consists of a project manager and a group of specialists assigned to the project. There are manager!
and nonmanagerial staff members as well as those with technical or nontechnical backgrounds.

A8.2. Project Variables.

A8.2.1. The scope of a project should be defined by developing a scope statement, management plal
and a change control system.

A8.2.2. Project time management is a natural extension of scope management. It is imperative tha
you schedule activities to make the most efficient use of the time available.

A8.2.3. Another variable in project management is risk management. A project risk is a potential
source of deviation from the project plan. These risks can have either a negative or positive outcome
on the project. Negative risks are considered threats, while positive risks can be opportunities.

A8.2.4. Quality is everything in your project that has to do with the ability of the deliverables to sat-
isfy stated needs. And, these needs usually originate with the customer. Project quality managemer
is an ongoing process of product monitoring and improvement. It is a facet of every process of your
project and encompasses three concepts: planning; assurance; and control.

A8.2.5. Resources are any items or people you need to complete your project. It refers to humar
resources, equipment, material, and funds. Resource management involves planning and control.

A8.3. Project ProcessesProject management processes are overlapping activities that occur at varying
levels of intensity throughout the life of a project. You should look at the subdivided projects and define
the specific activities that must be performed to produce the deliverables.

A8.3.1. Planning. The development of a project plan ties the other planning processes together.

A8.3.2. Controlling. The performance of your project must be measured regularly to identify any
variations from the plan. It is the project manager’s responsibility to monitor and control the progress
of the project. Adjustments are made to the plan by repeating the appropriate planning process whel
you notice significant variances. Each project should have a built-in controlling mechanism in the
plan to cope with any unexpected developments.

A8.3.3. Reporting. This process can be anything from verbal face-to-face discussions to formal
slide-show presentations to written reports. The important factor is how you as a project manager
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communicatesatothersinvolved. It is the job of the poject managerd collect and distbute project
performance iformation.

A8.3.4 Concluding. WIlen you start a project, you shoulet your sights on a finishing date. The
life of a prgectisfinite, so you have to define a point at whibé froject reahes its corlusion and
make reports to thcustomersummarizing whet has been acompished. The cistomer’s acceptane
signifiesthe conclgion of the project.

A8.4. Project Management Toolsand Trainin g.

A8.4.1. There are nany project management software poducts availade to aid with planning and
contolling project costsand ghedules.

A8.4.2 For more cktailed information and training on project management @ncepts go to the Ar
Force ComputeBased Training (CBT) site at http://www.afca.scott.af.mil/cbt.
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Attachment 9
BASE-LEVEL MO BILITY/DEPLOY MENT PLANNING

A9.1. General. The base CSO is &#POC for thecommunications and information asgts of all plans
that affed the wing. The canmunications and information systems ganner assits the CSO with the
day-to-day dutiesassaiated with plans management agdpport asthe Unt DeploymentManager
(UDM). The pbnneris the liaison between the comrmunications ativity, and te Instalbtion Mohility
Officer (IMO) or Instdlation Deployment Officer (IDO). Theplanner represats the commnicéions
unit on all plans relat activities, makes sure plans are esd and coordnatesall taskings to nake
sureall mobility planning is completeThe planner mst understad the typesand purposes of plas)the
Status of Resources ad Trainng Systems (SORTS), awl all peronnd and equipment requremerts.
Accomplish dutes accordig to AFMANS, AFls and MALZOM ard local guidane.

A9.2. Plans Evaluaion Management and Preparation Duties. Prope plan evaluation makesire rel-
evant portionsof the communications wnit make acomprehensive review of each plan that tasks wng
activities. It also makes sutberequred equipment ad personel areidentified ard ultimately available
to support the takings. Key corsiderations awl tasksare:

A9.2.1 Cooardinate all unit taskings whin the communications o assess the impact andealet
mine supportability A knowledge of the wingand units’ misions is helpful. Assign a unitOPR (and
possible OCR) for the pla who evaluate threquested reources, detemine required reources, and

identify resaurce awallability. Make sure lhe review considers takings & areault of other plans.

Determnethe needor additional plans annexe

A9.2.2. Determineand diferentiate btween repdable and nonreportableddangs. Reportable task-
ingsresult from UTC requirementsisted in DOC staterants. Nonreportableaskings usuallyesult
from disaster peparedress,continuity of opeations, and pogrammirg plansamong ¢her things.

A9.2.3 Prope administration of plans raults in efective and imely response to ger requirements.
Key tasks includereceive, log, and safeguard aticoming plars; distribute plansad unit OPRs and
OCRs; post, dstributeand analyze chanes to active plag) integrate the plans intbe office file plan
accordingto AFI 37-138(will convert b AFMAN 33-322V3) and AMAN 37-139 (will conwert to
AFMAN 33-322V4) maintain the pans libray; reviewall plans indexegor curency; maintain the
unit maser plansfile; ard create, update, athdistribute the unit plansindex.

A9.2.4. As the communications and imfoation focal point for all exercise plans thare numeous
responsibilities which include: pecipate or ensure the unis represented in Mger Scerario Events
Listing (MSHE.) developmentand implematation; attend planningand past-exercise meeting
review the communicationsquadron’s respogses b exercises, deternmne shortfalls, develop shortfall
solutions,and implemensolutions; and lyief the communications uhcommaneér ard staff.

A9.3. Unit Deployment Manager PersonnelDuties. Mary tasks are required to make sure personnel
are available to sipport the dans. (NOTE: In most Air Force Resewne deployable wnits the UDM is
known asthe Unt Mobility NCO/Officer.) Some d thesetasksinclude:

A9.3.1 Accurate idertification of mobility tasked personnel and timey notification via accuate
recall rostes.

A9.3.2. Procesgersonnd according o the guidancen the appkable operationsplan.
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A9.3.3. Develop a checklist of personnel processing requirements which include: mobility readiness
folder for each person; ensure proper security clearance and immunizations (with shot record); current
passport, proper mobility bag, medical and training folders (when deployed beyond 30 days); DD
Form 2,Armed Forces of the United States--Geneva Conventions Identification Cg; dog tags

and chains; AF Form 114Current Leave and Earnings Statemer; government driver's license;

AF Form 1199A-DUSAF Restricted Area Badg, two pairs of eyeglasses, a 60-day supply of med-
ications, spectacle inserts for the gas mask, AF FormUSAF Ground Weapons Training Date,

wills, powers of attorney and financial affairs in order.

A9.3.4. Coordinate transportation requirements for the deployed personnel.

A9.3.5. Ensure the UTC tasking can be satisfied by available authorizations in the unit manpower
document (UMD). The UTC reflected in the UMD should match the MANFOR requirements, all
coded UMD positions must be reflected in the Unit Personnel Management Roster (UPMR), and
mobility ready personnel must fill all coded UMPR positions.

A9.4. Unit Deployment Manager Training Duties. The communications and information systems
planner and deployable unit personnel must be properly trained. The IMO or IDO and various wing activ-
ities provide training. The planner ensures, with the assistance of unit supervisory personnel, that deploy-
able unit personnel are trained. The planner will accomplish the following to ensure their training and that
of deployable unit personnel:

A9.4.1. Be familiar with MANFOR and LOGDET products.
A9.4.2. Attain training to perform SORTS reporting.

A9.4.3. Advise the IDO or IMO when training deficiencies occur and provide status reports as
requested.

A9.4.4. Ensure formal mobility training is documented via AF Form 1Special Task Certifica-
tion and Recurring Training, or Core Automated Maintenance System (CAMS).

A9.4.5. Conduct initial and follow-on briefings to the CSO and IDO or IMO regarding personnel
taskings in the TPFDD, TPFDL, and UTC, and deployment responsibilities as required.

A9.4.6. Ensure deployable unit personnel are trained in the following areas (as required): cardiopul-
monary resuscitation; self-aid and buddy care; combat skills familiarization, law of armed conflict,
personal and family readiness, chemical warfare; hazardous material certification; explosive ordnance
reconnaissance, mobility bag inspection procedures; equipment operation, maintenance, and preven-
tive maintenance inspections; Battle or Contingency Support Staff tasks; cargo marking, packing, pal-
letizing, and inspection procedures; generator and vehicle operations; and cargo courier duties.

A9.5. Unit Deployment Manager Equipment Readiness DutieOn-hand equipment must be 80 per-

cent serviceable and ready to deploy. The communications and information systems planner takes several
actions to ensure equipment readiness. These include: ensure operators develop schedules to test deploy
able equipment in an operational environment; ensure periodic checks of equipment in storage; and mon-
itor quantities of on-site equipment to ensure mobility requirements can be met. Periodically advise the
CSO, the unit staff and IMO or IDO. Report C-level data as required.

A9.6. Unit Deployment Manager Equipment and Supply DutiesOn-hand deployable equipment
must match authorized deployable equipment and deployable personnel and equipment must have the
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necessary supplies and other logistics support. Of particular concern are resource management, mobili
bags, cargo management, hazardous material, weapons and ammunition, chemical warfare equipmer
and tools.

A9.6.1. Mobility Bags. Ensure mobility bags are available for all deployable personnel. Make sure:
A, B, and C mobility bags are built; C mobility bags are inspected for chemical gear expiration and
serviceability on a regular basis; document the issue of mobility bags in readiness folders; and main-
tain 10 percent more bags than deployment commitments, to support alternates.

A9.6.2. Cargo Movement. All cargo requirements are met by assigning cargo increment monitors;
verifying all pallets are complete; coordinating weapons, ammunition, and hazardous material ship-
ments with wing logistics activity; selecting personnel to prepare pallets; making sure pallets are
delivered to the marshaling area; preparing cargo shipping paperwork; and making sure the cargo is
packed and marked. Additionally, make sure cargo couriers are appointed in writing and identified in
the Mobility Requirements Resource Roster (MRRR), and shipping containers are on-hand and ser-
viceable.

A9.6.3. Hazardous Material. Take special care when dealing with hazardous material. Make sure
semiannual inspections of deployable equipment and material are conducted to identify hazardous
material. Make sure hazardous material is properly marked and identified prior to shipment, and
make sure trained individuals are identified in writing to certify hazardous material for shipment.

A9.6.4. Resource Management. To make sure of resource management, the communications an
information planner must:

A9.6.4.1. Know the location of all equipment, make sure technical data is available, know equip-
ment assembly time, and make sure all logistics issues are addressed.

A9.6.4.2. Keep the CSO, the unit staff, and the IMO or IDO informed of the status of deployable
equipment support status.

A9.6.4.3. Prepare and manage budget requirements for mobility equipment and supplies, and
make sure items are replenished and accounted for.

A9.6.4.4. Review the LOGDET to match UTCs with equipment requirements and make sure sup-
plies for each UTC are available.

A9.6.5. Chemical Warfare Equipment. Store, account for, and provide chemical warfare equipment
to deployment personnel. Storage and accountability may be delegated.

A9.6.6. Weapons and Ammunition. Obtain sufficient weapons and ammunition to support mobility
requirements and make sure of appropriate storage and accountability.

A9.6.7. Tools. Make sure individual, professional, and composite tools kits are budgeted for,
acquired, provided to personnel, maintained and deployed.
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